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1

Executive Summary

1.1

Purpose

The City of San Luis Obispo (City) contracted with NexLevel Information
Technology, Inc. (NexLevel) to complete a Citywide Strategic Technology Plan
(CSTP). An important step in the creation of that plan is an assessment of
current information technology (IT) operations.

The IT Assessment focuses on how effectively the City is leveraging technology to
attain its stated mission and vision, and evaluates whether the City’s IT
infrastructure and support organization are prepared to support the future needs
of the City. This is consistent with the City’s organizational values to improve
services, be open to innovation, be flexible to change, and use City resources
wisely.
The IT Assessment also provides a platform from which the IT Division may build
a comprehensive technology roadmap and more effectively provide technology
support to City staff.

1.2

Assessment Framework

The IT Assessment provides a view of all IT operations. To achieve best practices
for IT management, an organization needs to be measured against a number of
operational best practices, or dimensions, and their related components as
illustrated in Figure 1 - IT Assessment Framework.
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EXECUTIVE SUMMARY

The IT Assessment provides a high-level objective review of the City’s current IT
infrastructure along with a set of recommendations that are compatible with the
City’s existing technical environment (i.e. IT infrastructure, network, SCADA,
applications, and technical standards and policies).

Figure 1 - IT Assessment Framework

NexLevel utilized this framework as the basis of our assessment.

1.3

Primary Tasks

The IT Assessment was completed between July, 2011 and November, 2011 and included the
following primary tasks:


Face-to-face interviews with the Director of Finance/IT, the Information
Technology Manager and the GIS and Network Services Supervisors



Face-to-face meetings with IT staff within the support groups



Web-based IT User Satisfaction Survey, with responses from 242
computer users



Site tour and observation



Follow up interviews and queries with IT staff to resolve or clarify issues



Interviews with department staff members

1.4

IT User Survey Results Summary

The IT User Satisfaction Survey is an important assessment tool. NexLevel provided City employees
with an electronic user satisfaction survey in order to gather their observations relative to IT Division
service delivery. Table 1 – IT User Satisfaction Survey Results provides a summary of the survey
responses related to the City’s IT delivery and support. The table also provides a comparison against
peer organizations and best practices.
November 2011
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In Table 1, the San Luis Obispo percentages shown are based on a total of those respondents rating
each question a 4 or 5 on a scale of 1 (low satisfaction) to 5 (high satisfaction).
The “Peer Average” is the average score of all surveys conducted by NexLevel within other California
governmental jurisdictions. The Peer Average percentages shown are based on a total of those
respondents rating each question a 4 or 5.
The “Best Practice Goal” is based on the NexLevel team’s collective experience with California
municipal entities. Our experience shows that an effective, well-balanced IT organization will fall
somewhere within the Best Practice Goal. Falling slightly below the Best Practice Goal indicates a
well-run organization, but specific areas of operational improvement may be recommended. Falling
significantly below the Best Practice Goal indicates the organization should implement remedial
action to prevent severe impact to IT service delivery. Falling in the high end of the goal indicates the
organization is well-run and meets most, if not all, industry defined best practices for the area
covered by the question.
Table 1 – IT User Satisfaction Survey Results
San Luis
Obispo

Peer

Best
Practice
Goal

How satisfied are you with IT staff ability to solve your technical issue the first
time you call for help?

88.4

77.3

85.0

How satisfied are you with the overall technical knowledge of the IT staff?

93.1

84.0

85.0

How satisfied are you with IT staff understanding of your department’s
business functions?

76.5

62.0

75.0

How satisfied are you with IT staff understanding of the City of San Luis
Obispo’s business objectives?

85.6

63.3

75.0

How satisfied are you with the IT Division’s control of viruses and malware?

93.3

82.3

90.0

How satisfied are you with the IT Division’s control of spam (unwanted email)?

91.5

82.3

90.0

How satisfied are you with the IT Division’s time to respond to your request
for service?

85.6

73.5

80.0

How satisfied are you in the time it takes the IT Division to satisfy your
request for service?

86.1

75.3

80.0

How satisfied are you with the City’s communications network reliability (Does
the network run when you need it)?

87.6

76.9

90.0

How satisfied are you with the speed of the City’s communications network (Is
it responsive to your needs)?

91.3

68.4

85.0

How satisfied are you with the communications you receive from the IT
Division relative to project status, service metrics, outages, and scheduled
maintenance?

90.1

62.5

80.0

How satisfied are you with the overall service you receive from the IT
Division?

91.4

80.5

85.0

Question
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San Luis
Obispo

Peer

Best
Practice
Goal

How satisfied are you with the services received from the City’s GIS Division?

77.5

N/A

80.0

How satisfied are you with the IT Division’s process of checking back with you
on service provided?

69.8

61.1

80.0

How satisfied are you with the equipment (computer, printer) you use in
performing your job?

68.3

64.9

80.0

How satisfied are you with the amount of training you have received in the use
of the equipment and programs?

61.5

49.0

75.0

How satisfied are you with the IT Division’s management of technology
projects?

77.0

55.7

80.0

How satisfied are you with the technology leadership and planning initiatives
provided by the IT Division?

69.5

57.7

85.0

How satisfied are you that the City’s computer programs are meeting your
business needs?

67.8

73.1

80.0

How satisfied are you with the version level or system compatibility of the
computer programs you use?

62.0

66.7

75.0

Question

1.5

Assessment Findings

NexLevel took the information gathered as part of the assessment and compared it against the
following IT assessment framework dimensions as shown previously in Figure 1:


Governance



Service Delivery



Applications



Infrastructure



Security



Administration



Documentation

NexLevel evaluated the City’s use and management of technology and plotted related performance,
by dimension, on a color scale. Figure 2 – IT Best Practices Dimension Ranking provides the results
of our findings.
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Figure 2 - IT Best Practices Dimension Ranking

If the City is performing consistently within industry standards, we rated that performance at the
green end of the scale. If, on the other hand, the City is performing at a level that may jeopardize
security, risk of data loss, computer operations, or service delivery, we rated that performance at the
red end of the scale. Any measurement between the solid green and red indicates the City is not
performing at an optimum level, and weaknesses have been identified that keep it from performing
at a higher level.

1.6

Analysis

Based on our assessment, the IT Division performs well in many core assessment dimensions
including Service Delivery, Infrastructure, Security, Documentation, and Administration. While
performing well in these areas, there are still opportunities for improvement. The IT Division is not
performing as well in the Governance and Applications areas.
The City’s IT Division is staffed with a group of technically competent employees. It is clear that the
IT staff has the best interests of the City at heart and strives to provide quality technical service to
City technology users. The City departments are supportive, understanding, and generally willing to
follow the instructions and guidance provided by IT Division staff. The City’s IT staff members are
well respected and users report the IT staff has a high-desire to provide excellent customer support.
Their technical competence was noted in user meetings and in the IT user satisfaction survey.
While the IT Division has succeeded in providing an infrastructure that is particularly strong when
compared with peer public agencies, the IT Division’s ability to continue to support effective IT
service delivery may be challenged because of the following:


IT Division provided project management services for the design and installation of the stateof-the-art Dispatch Center, which opened in August 2010. This was a significant investment
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for the City and required planning, oversight, and management. These new technologies
require more support than was previously required.


The City’s long-term reliance on a local resource to design custom software at the direction of
the users, and the unavailability of that on-going support, has resulted in an urgent need to
replace core applications, resulting in concurrent technology projects and implementations.



The departments indicated a need to do more with fewer staff resources. There is the
expectation that this is the new norm and not a temporary situation. Recognizing that
properly implemented technology can make staff more effective, there is a strong push to
procure and implement technology tools to support the staff, which is causing additional
unplanned staff workload.



The hardware refreshment cycle has been extended as a result of budget constraints.
Consequently, older hardware still in use typically requires more support and users become
frustrated when their desktop equipment is slow or becomes unreliable.



In the past, department-level IT support staff was moved to the IT Division. The perception by
the departments is their budget continues to pay for dedicated department support; however,
because the IT staff provides centralized shared support, dedicated support does not really
exist.



Forward-thinking City staff is embracing new technology and expects the IT Division to support
implementation and ongoing management of the new technology.



While the IT staff strive to provide a high-level of support, there is a risk they will over commit
on project activity, which may sacrifice ongoing support and maintenance and adversely
impact overall service levels.



Although the City has an active IT Steering Committee, the current governance structure and
processes may not be adequate to manage the priorities and risks of current and planned
projects.

At a higher level, NexLevel identified a number of other issues that should be addressed for the City
to obtain full value of its current and future technology investment:


Inconsistent project management approach and processes, and lack of project management
standards and guidelines.



Lack of formal IT Governance structure. While there is an IT Steering Committee today, it is
not operating in a best practices manner.



IT organization structure inhibits current and future effective practices. As an example, the IT
Division lacks a Tier 1 Help Desk support role. Consequently, more advanced Network
Administrators perform basic desktop and printer support rather than higher value network
administration duties. Another example is the lack of application support focus or clearly
defined roles and responsibilities related to application support between the IT Division and
departments.



Informal and inconsistent technology procurement and selection processes. Today’s complex
technology purchases require an enterprise perspective that often times requires input from
numerous departments. The importance and value of tightly integrated business and
operations applications is well understood; however, the complexity, cost, and security
associated with attaining a successful integration are not fully considered.



Lack of defined application owners and specific roles and responsibilities for ongoing
maintenance and management of core applications. Currently, application support
responsibilities are divided across the organization and inconsistent in level of support
provided.
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1.7

Use of customized, unsupported business and operational applications (“Bonnie” apps). The
City has recognized this weakness and is in the process of migrating to commercial-off-theshelf (COTS) applications. NexLevel strongly agrees with this direction and considers this a
high priority effort.

Recommendations

Based on the assessment activities, as well as NexLevel’s collective experience, Table 2 – IT
Assessment Recommendations summarizes the key recommendations for the City’s consideration.
NexLevel recognizes that current resource and budget constraints may prohibit implementing these
recommendations, but they should be prioritized along with current and future project activities.
Table 2 – IT Assessment Recommendations
Dimension
IT Governance
(IT Assessment
Section 2)

Service Delivery
(IT Assessment
Section 3)

Applications
(IT Assessment
Section 4)

November 2011

Key Recommendations


Re-organize the IT organization structure to recognize a Tier I and Tier II help desk
role, allowing more experienced resources to focus on more complex and higher
value work requests.



Re-organize the IT Division into three components; infrastructure, application, and
customer service.



Implement a formal IT Governance structure that includes re-orienting the current
IT Steering Committee to align with best practices of IT Governance.



Implement formal Project Management framework, processes, and tools that will
work in concert with the IT Governance structure, thus ensuring projects are
implemented as authorized by the IT Governance process.



Consider implementation of a formal training room.



Implement Help Desk reporting structure to improve communication, prioritization,
and interaction with departments.



Evaluate alternative (off-hour) system maintenance to minimize impact to users.



Implement basic IT infrastructure change management processes.



Leverage Solarwinds to monitor system performance.



Perform root cause analysis to evaluate system anomalies and assist in future
problem resolution.



Centralize system log files to retain full event history.



Establish application upgrade policy to keep applications current.



Continue to keep effective applications current in terms of releases and patches.



Continue implementation of Class and CMMS.



Consider migration of SquareRigger to CMMS or EnerGov.



Plan Pentamation replacement.



Implement new website based on proven CMS technology.



Continue migration of Bonnie Apps to COTS solutions.



Implement test environments to support core applications.



Establish long-term support structure for the existing and future SCADA
(application and associated PLCs) and determine the organization best able to
provide this support.
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Dimension
Infrastructure
(IT Assessment
Section 5)

Security
(IT Assessment
Section 6)

Administration
(IT Assessment
Section 7)

Documentation
(IT Assessment
Section 8)

Key Recommendations


Evaluate the implementation of department collaboration tools (i.e. Intranet,
SharePoint, etc.) to help improve inter and intra department communication and
cross department project coordination.



Complete a Business Continuity Plan and update the Disaster Recovery Plan to
include a business impact analysis to help guide recovery strategies and
expectations.



Relocate the City Hall data center/server room (located outside the Finance
department in the public hallway) to a more secure and suitable location. Make
the existing City Hall data center a fiber switching closet.



Install adequate emergency power generator to sustain City Hall data center
operations for a limited time and allow for orderly shutdown.



Add additional web filtering categories for more effective Internet usage.



Evaluate policies and procedures for remote computer access.



Reduce equipment refreshment cycles back to best practice ranges as budget
permits.



Upgrade Cat 3 and Cat 5 wiring with current standards.



Contract to have a network vulnerability analysis and penetration test performed
and remediate identified issues.



Consider removing desktop administrative rights for users to prevent unauthorized
software installation.



Implement processes/tools to regularly scan desktops to identify recently added
software and review results.



Implement disk-to-tape backups with off-site storage.



Continue strong antivirus/antispyware practices.



Implement a patch management approach and application.



Implement an Intrusion Detection System (IDS).



Establish a budgetary amount for hardware refreshment in each budget cycle.



Have the IT Steering Committee, with input from the IT Division, enforce software
and hardware procurement policies.



Conduct an annual review of technology contracts to ensure the terms reflect the
current needs of the environment.



Routinely inventory all software and compare to original license agreements for
compliance.



Routinely inventory technology hardware to support the hardware refreshment
budget.



Create technical documentation for all aspects of the IT Division’s day-to-day
operation and store in central repository.



Add documentation requirements to IT job descriptions.



Update the IT Policies and Procedures Manual.



Develop new technology polices.

The remainder of this report provides a detailed explanation of the operational dimensions evaluated
during the IT Assessment. The evaluation and subsequent recommendations will improve
technology management, reduce risk of change, improve customer service, improve communication
with users, and better prepare the City to meet the challenge and projects identified in the Citywide
Strategic Technology Plan.
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2

IT Governance



IT is aligned with the business (strategic alignment)



IT is a business enabler and maximizes benefits (performance
measurement)



IT resources are used responsibly (resource management)



IT risks are managed appropriately (risk management)



IT delivers value to the organization (value delivery)

In today’s environment, industry studies completed by respected research firms
have suggested that as high as 20% of all IT investment is wasted each year.
When you factor in the potential wasted investment, along with the annual
expenditure of an entity on technology, the importance of IT governance in
managing and ensuring an adequate return on investment is significant.
The overall success of an IT organization is generally measured by their ability to
help the organization achieve their business goals. And, as an organization’s
dependence on technology to support day-to-day business goals increases, the
importance of a strong IT governance structure becomes more critical.
This dimension evaluates the organizational management of technology service
delivery within the City. A strong delivery structure, management overview, and
consistent tracking of technology services will ensure end-user business needs
and requirements are met.

2.1

Organizational Structure

The IT Division reports to the Director of Finance and is staffed with
approximately 10 full-time equivalents. Figure 3 - IT Division Organization Chart
illustrates the current structure of the IT Division.
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GOVERNANCE

Governance is generally defined as the leadership, reporting structure, and
processes that ensure that the organization’s information technology sustains
and extends the City’s strategies and objectives. More specifically, Governance
helps ensure that:

Figure 3 - IT Division Organization Chart

The IT Division staff is located in several different work areas. The IT Manager, Network Supervisor,
Administrative Analyst, and Application Administrator are located in the Finance/IT Department area
(Lower level of City Hall). The Network Administrators and Help Desk Technician are located on the
first floor of City Hall. The GIS staff is located in the Public Works and Community Development
Departments. While having distributed resources can challenge an organization in terms of
communication and fostering teamwork, to date, it appears that the IT Division has done a good job
managing the adverse impact.
In Appendix A – IT Infrastructure and Appendix B – Software Application Listing, we identify the
hardware and software supported by the IT Division. With the current structure above, it is difficult to
obtain a clear alignment between the technology management and operation functions. The current
organization structure requires some staff to wear many “hats” (i.e. help desk, desktop, network,
application, project management, etc.) in their day-to-day functions. This is not an uncommon model
for municipalities similar in size to the City. However, as technology expands and becomes more
complex, it will require the IT Division to evolve to allow staff to specialize in order to bring the
expertise required to maintain a reliable, secure, and robust technology environment. In addition, as
the technology environment complexity increases, it will become more difficult to recruit qualified
resources because the job breadth will be too wide (generalist vs. specialist). This organizational
challenge should be a point of focus for the IT Division in the coming year, as it will allow it to
consider strategically re-organizing as opportunities present themselves.
An increasingly critical function performed by the IT Division is management and operation of the
City’s GIS technology. Many departments have a heavy reliance on GIS to support day-to-day
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operations and planning functions. The City is either in-process (EnerGov and Springbrook) or
procuring (CMMS/Asset Management) core applications where an accurate and robust GIS
infrastructure is required. The City has significant resources dedicated to GIS, but based on the
importance of the GIS technology to operations, this appears justified.
Overall, it appears that the current IT Division resources are able to maintain a good level of support
and are meeting the essential needs of the City. However, due to the current structure, processes,
tools, and workload, the IT Division is challenged to be proactive in performing day-to-day
maintenance and support activities, as well as new technology project support. With regard to new
technology project support, the IT Division needs to be able to provide appropriate technology
consultation to departments to fully support the applications, technology architecture/analysis,
procurement, selection, and project management.

Recommendations
NexLevel makes the following recommendations in terms of organizational structure:
1) Establish a full-time help desk representative that will function as the primary point of
contact for all department requests for service. This resource should be provided with
the tools and training to be capable of resolving basic desktop requests. The objective
should be to resolve as many desktop requests as possible, allowing the network
administrators to focus on more complex requests. This resource will also be critical to
documenting activities that will allow the IT Division to track and report on support
activities, as well as create a knowledge base to help resolve future requests.
2) Re-organize the IT Division to include the following organizations:
a. IT Manager – The IT Manager will continue to be responsible for overall IT
Division operations and service delivery (i.e. staff management, service delivery
oversight and direction, issue resolution, budget, etc.). In addition, the IT
Manager will be responsible for strategic planning, technology
selection/procurement, departmental outreach, IT Governance facilitation,
Project Management oversight, and policy enforcement.
b. Customer Service – This organization will include help desk (Tier I and selected
Tier II trouble tickets), project management, and project planning support (i.e.
requirements gathering, feasibility analysis, procurement and selection, etc.).
Customer Service should provide a centralized help desk to ensure all requests
are entered into a help desk system and eventually resolved. The help desk
function will escalate tickets to both application support and infrastructure.
c. Application Support – This organization will be responsible for working with the
departments to maintain and manage business and operation applications.
This organization will be heavily involved in the implementation of new
applications and will work with the departments and vendors to ensure
successful implementation. In addition, Application Support resources will
monitor the application/databases to ensure they are running as intended and
that applications are kept current in terms of releases and patches. It is
assumed that the GIS resources would become part of this group.
d. Infrastructure – This organization will be responsible for the IT infrastructure to
include network, servers, data centers, radios, telephone system,
backups/recovery, etc.
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3) As budget allows, identify additional resources capable of performing application
support and project management. The current IT Division does not have adequate
resources to perform these functions.
4) Coordinate with the City’s Human Resources Department to perform a review of IT staff
job titles/descriptions and compensation packages based on the proposed re-aligned
organization responsibilities and to ensure compensation is competitive with current
market to aid staff retention and reflect contributions to the organization. This is
necessary to understand the fiscal impact of the proposed reorganization.

2.2

IT Oversight

Currently, the City is using a basic IT governance structure to guide the City’s IT activities. The
current IT Steering Committee is chaired by the Assistant City Manager and includes department
Directors. The current IT Steering Committee is helpful in ensuring open lines of communication and
provides a forum to guide the City’s IT direction. However, the IT Steering Committee appears to be
lacking a formal charter that clearly outlines the purpose, processes, roles, and objectives of the
committee. It is unclear as to the authority and role the IT Steering Committee has with new
technology implementations (i.e. EnerGov, Springbrook, CMMS, etc.). A primary purpose of an IT
oversight or governance function is to ensure the City’s technology systems are well planned and cocoordinated to the full benefit of the City.
In today’s environment, IT infrastructure projects and priorities are driven by IT Division
recommendations and budget authorizations, which can be driven at the department level or by the
IT Division. It appears that most departments understand the importance of obtaining input and
guidance from the IT Division, but this tends to be an informal process versus a well-defined process
that ensures decisions are being made with an enterprise-wide view. A new technology project
should not be initiated without the knowledge and agreement of the IT Steering Committee and the
IT Division.
There is no visible method for prioritizing and scheduling IT projects or initiatives from an enterprise
perspective. While the IT Division certainly understands the underlying technology infrastructure, it
has a difficult time placing major technology acquisitions in a business-based priority for the City. To
be effective, technology direction setting must support the business priorities of the City and be
managed by the key decision makers within the City’s organizational structure.

Recommendations
Formalize the IT Steering Committee to ensure it functions as the oversight body responsible for
providing strategic direction and guidance to the IT Division and departments. The IT Steering
Committee should be responsible for establishing the priority of major technology projects, which
ensures the allocation of IT resources to the highest priorities.
In order for the IT Steering Committee to function as a policy making body, it is important to delegate
the technical aspects of projects/initiatives to the IT Division to perform a review and analysis of the
specific technical components. The IT Division will be charged with the responsibility to review and
approve all technology requests prior to submittal to the IT Steering Committee for prioritization. The
IT Division will ensure that requested technology fits within the existing infrastructure, meets current
City technology standards, and will be maintained at an appropriate level. Once approved, projects
will be submitted to the IT Steering Committee.
Due to the current project activity, the IT Steering Committee should meet on a monthly basis with a
formal agenda that includes a review of existing project activity (i.e. status, project schedule,
resources, issues, risks, etc.), a review of IT Division service level results, and a discussion of
department technology needs and issues. The IT Steering Committee should provide a forum for the

November 2011

18

interchange of ideas, review of technical implementations, and facilitate intra-departmental
communications concerning project status and IT Division operations.
More specifically, the scope and responsibilities of the IT Steering Committee should include:


City-wide Strategic Technology Plan (CSTP) – The IT Steering Committee will provide input to,
and review of, the CSTP. The IT Steering Committee will establish technology project priorities
and timelines.



Strategic Direction/Alignment – The IT Division or departments will lead and manage all IT
projects and initiatives. However, the IT Steering Committee will provide input and feedback
relative to each activity. This dialog will ensure appropriate priority, and efficient and effective
use of IT systems and services.



IT Project Review – The IT Steering Committee will review IT projects for consistency and
compliance with the City’s CSTP to ensure that the City’s business systems are supported by
the existing platforms and that they can be easily integrated, as needed, with other City
applications. This will be a collaborative effort to ensure technology solutions are solving real
business needs and that the requirements of all impacted departments are addressed.



Policy Guidance – The IT Steering Committee will review technology policies and guidelines as
created by the IT Division and will approve these policies, communicate them to staff, and
ensure City-wide compliance.



Platform Usage – The IT Steering Committee will discuss how new technologies will be used
and provide input to the IT Division relative to performance metrics, equipment utilization, and
hardware/software acquisitions.



Technology Information – The IT Steering Committee will receive updates and status reports
relative to technology issues, information security and evolving technology trends from the IT
Division. Members will disseminate this information, when appropriate, to their respective
staffs.

Since the IT Steering Committee will oversee the City’s IT strategic direction, it is important that
membership consist of department heads or senior management personnel from the following
organizations:


Administration



City Attorney



City Clerk



Fire



Police



Finance



Community Development



Public Works



Utilities



Parks & Recreation



Human Resources



IT Division (ex officio)
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2.3

IT Plans

The City has embarked on a project to create a Citywide Strategic Technology Plan (CSTP). This IT
Assessment is one portion of that plan, which will be delivered by fall of 2011. As technology
continues to expand and play a vital role in the delivery of services, there must be a clear link
between the CSTP and the City’s business goals and objectives, in that all technology plans must
reflect and support the objectives of the City’s business mission. In addition, regular plan updates
will be necessary to reflect project implementations, environmental changes and on-going
technology initiatives.

2.4

Project Management

The City does not utilize a formal project management methodology. Project management of new
technology implementations and upgrades has been handled inconsistently depending upon staff
assigned. During the IT Operational Assessment process, it became apparent that current and
upcoming projects lack suitable planning and project management artifacts (i.e. project schedules,
task lists, charters, issues, risk, and resource plans). Since projects are initiated without a formal
project charter, project management artifacts, and status reporting, it will be difficult to determine if
projects have been completed on-schedule, on-budget, and whether they met original expectations.
It will also be difficult to proactively manage the solution vendors to their commitments, which puts
the projects at a higher risk of failing to meet expectations.
The project management responsibility for new technology or upgrades may be handled by the IT
Division, the department, or the vendor. Prior to a project being authorized, it is important that
project management responsibilities are clearly defined and appropriate resources are assigned the
responsibility for carrying out the project management function. Best practices for project
management includes the development of a project charter, schedule, budget, identification of
milestones and responsible parties, establishing the process for managing changes to the original
project and identification of risks and project assumptions. Face-to-face meetings and regular status
reports with project sponsors are important and can clarify or resolve issues and measure progress
toward goals.
Most municipalities do not have the budget resources to implement a formal project management
office (PMO) to achieve a best in class project management framework. However, basic project
processes such as charters, meetings, and status reporting would not be too costly and would result
in better use of resources, lower risk, and a higher chance of success.

Recommendations
Establish a formal project management role within the IT Division. The responsibilities of this
function will include the development, distribution, and training of staff on a high-level project
management framework that will include processes, methods, and tools/templates (i.e. Charter,
Project Schedule, Resource Management, Issue Management, Risk Management, etc.). In addition,
this function will be responsible for:


Supporting the IT Steering Committee by reviewing project planning documentation to ensure
it is complete and accurate.



Supporting assigned project managers as project manager subject matter experts to support
all phases of a project (i.e. initiation, execution, and closing down).



Briefing the IT Steering Committee and management as necessary on project status, risks,
and issues.



Performing hands-on project management as needed.

November 2011

20

3

Service Delivery

This dimension identifies core competencies that are the foundation of all IT
organizations. To be successful, the IT organization must be capable of
addressing these areas and effectively balance and plan resources to ensure
coverage in all capacities. NexLevel evaluates the daily operation of the IT
service delivery environment including training, Help Desk, and service delivery
management.

Training

The City has a local training resource that provides Microsoft Office application
training. The training resource has also supported training activities for other
applications and is regarded by staff as an effective trainer. Contracting for
training services allows the City to procure training on an as needed basis which
is cost effective. When needed, the IT staff converts conference rooms to
training rooms using PC’s kept in storage. IT staff have attended technical
training classes.

Recommendations
Ensure training is a key component of every technology purchase. When
implementing new technology, training should include system administration,
application administration, and application use (user training). In addition to
planning and budgeting for adequate training resources on new technologies that
are implemented, departments should also budget for refresher training on core
applications.
As applications evolve (i.e. releases, upgrades, etc.) and new staff is brought on
board, application use may become less than optimal. In addition, as staff
becomes more familiar with newly implemented technology, refresher training
may identify opportunities to improve usage that were not implemented originally
due to limited knowledge of the application. IT staff should continue to attend
technical training classes in order to stay current with enhancements and
changes in technology.
Due to the number of technology implementations on the horizon, the City should
strongly consider establishing a formal training room so the IT Division does not
have to perform a training room set up each time training is required. In addition,
the training room could be used for acceptance testing activities with new
technologies implementations.

3.2

Help Desk

The Help Desk provides assistance to users requiring support for hardware
issues, use of software applications, or assistance with other technology systems.
Ideally, as the single point of contact, the timely resolution of issues is the goal,
and best practice is to resolve the issue during the user’s first call to the Help
Desk.
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SERVICE DELIVERY

3.1

In November 2010, the IT Division implemented Kbox, which is a software application to track
requests for service. Help Desk software is an important tool for managing and assigning tickets and
for measuring activity. Analysis of reports can assist with identifying trends or problem areas.

Recommendations
The Help Desk reports should be provided to the IT Steering Committee in order to increase the
understanding of user activities and resource requirements. In addition, it provides an opportunity
for the IT Steering Committee membership to understand how their organizations are using the IT
services.

3.3

Service Hours of Support

The IT Division staff (specifically the network administrators and IT assistant) work-stagger hours so
they can provide the City support from 7:30 AM to 6:30 PM. In addition, the network administrators
rotate on-call duties for one week periods to provide as-needed emergency support for the Dispatch
Center on a 24x7x365 basis.
Some maintenance duties that require servers to be down temporarily are performed by the Network
Administrators during non-business hours. Since the current work schedule does not provide time
for maintenance during non-business hours, the City would incur overtime charges for these
activities.

Recommendations
With limited staff, it is often difficult for IT departments to support extended hours and off-hour
maintenance activities without incurring overtime charges. As the City continues to expand the use
of technology, the IT Division should continually evaluate staff schedules to minimize overtime.

3.4

Change Management

Modifications to the infrastructure are required to support hardware and applications due to changes
in the organization and for the installation of vendor patches and upgrades. Best practices
establishes a formal manner in which changes are planned, communicated to impacted staff, have
contingencies identified, and the actual changes recorded. The City does not have a formal
methodology for managing changes, but relies on informal methods.

Recommendations
The IT Division should implement basic change management processes that ensure timely
communication with users, effective planning and management of risks associated with changes
being introduced, and creation of supporting documentation for future reference. The processes
should ensure changes are well planned and fully documented to include change management logs
that record the who, what, where, and when of changes made. Most IT organizations of similar size
to the City use basic desktop tools (i.e. MSWord, Excel, and email distribution lists) to support
change management. While there are software solutions to help in this area, it is recommended the
City initially keep it simple by maintaining a repository of logs and emailing users of changes via
distribution lists.

3.5

Network Management Tools

The IT Division recently installed Solarwinds, a network and server management tool to proactively
identify capacity and performance issues. This tool will allow evaluations between the current
environment and historic information beginning with the application’s installation. This tool will
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provide the ability to report current disk usage with date comparison ability, which will assist with
capacity planning.

Recommendations
The IT Division should continue to leverage Solarwinds to support network management.

3.6

Root Cause Analysis and Issue Documentation

Operational anomalies can occur for a variety of reasons and are likely not anticipated. Determining
the cause of the event (root cause analysis) provides valuable insight as to what caused the event
and presents an opportunity to prevent the issue from occurring again. Due to the current workload,
the IT Division performs minimal root cause analysis. As such, the cause of issues and their
resolution may not be documented for future reference.

Recommendations
Allocate the necessary time to perform root cause analysis for operational anomalies. The results of
the root cause analysis should be stored for quick reference by other IT Division staff.

3.7

Log Files

Log files are maintained on each server that contain information about server anomalies. The
information can prove invaluable when troubleshooting. As the log file size increases, the errors
write over the previous information. In the event that an issue repeats, the initial information can be
lost. Therefore, it is important that log files are maintained to prevent overwriting.

Recommendations
Centralize log files to prevent overwriting.

3.8

Service Delivery Management

Based on the results of the survey, the IT Division received favorable ratings on criteria such as
problem resolution, technical knowledge, understanding of department business functions,
virus/malware control, time to respond to requests for service, communications network reliability
and speed, communication regarding status, and overall user satisfaction.
As with any IT organization, there are areas for improvement that can help increase the overall
satisfaction level, as well as the performance level. The survey indicates the majority of users
contact the Help Desk for assistance once or twice a month, and the primary reasons are related to
desktops, printers, and email. This supports the recommendation to establish full-time Help Desk
representation to allow the network administrators to focus on more complex requests and network
administration duties.

Recommendations
Implement an application upgrade policy and communicate the policy to the users. The low level of
satisfaction with applications meeting the business needs should be noted and supports the City’s
efforts to replace and upgrade applications.

3.9

IT Service Delivery Outsourcing Considerations

It should be noted that an alternative to the traditional in-house staffing of an IT organization is
through the use of outsourcing. A detailed evaluation of its use for the City of San Luis Obispo is
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beyond the scope of this IT Assessment. However, as the reliance and cost of technology increases
for the City, it is a consideration that should be evaluated.
The IT outsourcing service model provides technology delivery based on pre-determined service
levels, staffing levels, consulting, and application support. Outsourcing contracts can be structured
to provide full or partial support and normally include all technology vendor relationships,
maintenance contracts, service delivery, and project management. Typically, personnel recruiting,
benefits management, training, and personnel performance management are the responsibility of
the outsourcing vendor.
As an alternative to outsourcing all technology services, some public agencies are evaluating
selective outsourcing that might be limited to IT functions such as desktop support, data center
services, and network monitoring and management. This can be an effective strategy to extend an
organization’s service hours, gain access to best practices, or obtain increased expertise (i.e.
security, system administration, database, etc.) through vendor leveraged resources (i.e. remote help
desk or shared help desk).
Based on NexLevel’s experience in evaluating and working with municipalities that outsource
technology services, while a valid delivery alternative for the City, we believe, at this time, that
outsourcing would likely not yield adequate savings or increased service levels to offset the inherent
short-term and long-term risk associated with outsourcing a strategic service. The City’s current
infrastructure appears to be meeting the day-to-day needs of the users and we believe the City’s IT
resources are leveraged effectively to cover all core services. This has resulted in what we believe is
a cost effective IT support organization that is delivering service levels consistent with many peer
organizations.
However, NexLevel does recommend that the City carefully evaluate alternative service models when
procuring business and operational applications. Vendors should be asked to provide pricing
information for traditional technology purchases (i.e. licenses and professional services to install on
City infrastructure), as well as for models such as hosted applications, Software-as-a-Service (SaaS),
Application Service Provider (ASP), and others. On an opportunity by opportunity basis, the City can
evaluate the cost vs. the benefits of considering an alternative service delivery model.
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4

Applications

This dimension evaluates the City’s core software applications supporting the City
business and department operations by analyzing their strengths and
weaknesses, as well as the ability to support future needs.

The City’s Application Portfolio investment is significant, both in terms of the
original investment (licensing, implementation, training, etc.) and ongoing
maintenance and support. In addition, the true return on investment of the City’s
technology infrastructure (network, desktops/laptops, servers, data centers, etc.)
is largely realized through the effectiveness of the Application Portfolio. A strong
Application Portfolio running on a weak technology infrastructure leads to high
user frustration and underutilized assets. In turn, a weak Application Portfolio
running on a strong technology infrastructure results in poor leverage of the City’s
investment. It is for this reason that a high priority must be placed on
implementing the right applications (in terms of features, functions, compatibility,
vendor roadmap, and support) to realize the maximum benefits from the City’s
investment in technology.
It is important to note that the scope of the IT Assessment in terms of
“Applications” is to provide a high-level analysis and recommendations.
Subsequent phases and activities of the CSTP will further define the details of
recommended actions to be prioritized and incorporated into the plan.

4.1

Application Portfolio Effectiveness

The effective selection, implementation, and management of the applications
included in the City’s Application Portfolio is necessary to attain a high-level of
staff productivity, cost-effective service delivery, efficient business processes,
and a return on the City’s technology investment.
To help evaluate the effectiveness of the City’s Application Portfolio, NexLevel
plots core applications on a chart where the vertical axis represents “Application
Capabilities” (i.e. features and functionality) and the horizontal axis represents
“User Effectiveness” (i.e. how effectively is staff at leveraging the application).
The chart provides the ability to quickly understand which applications are being
effectively leveraged and which applications are failing to effectively support the
City business and operations activities.
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APPLICATIONS

Collectively, the City’s applications make up an application portfolio. Managing
this portfolio has many similarities to how a financial portfolio may be managed.
For instance, the application portfolio owner should be continually evaluating the
performance of each individual asset (application) in terms of delivering value to
the City, as well as evaluating the risk associated with the portfolio (technology
obsolescence, patch/release management, etc.). In addition, the application
portfolio owner needs to carefully analyze and assess the impact of new
applications with recognition that all applications execute on a shared
infrastructure.

For those applications that are failing, the chart also provides a method to quickly identify the
reasons for underperforming applications such as poor technology (i.e. limited features and
functions) or weak user effectiveness (i.e. poor processes, lack of training, etc.). Chart 1 –
Application Portfolio Effectiveness plots the City’s current application effectiveness.
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Chart 1 – Application Portfolio Effectiveness
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4.2

Quadrant Analysis

An analysis of the Application Portfolio Effectiveness chart allows the City to quickly identify specific
applications within four quadrants:


Effective Application Leverage (Green) – Indicates the application is relatively current with
today’s best practice features/functions, and the vendor has a published roadmap to
continue to evolve and support the application. In addition, it indicates the City is effectively
leveraging the application through well trained users, strong processes, and alignment to
business objectives.
Possible High-Level Recommended Actions – Continue to invest in the application, keep
current with vendor releases, use standard operating procedures that maximize the
application’s capabilities, and obtain occasional refresher user training.



People/Process Constrained Application (Yellow) – Indicates the application is relatively
current with today’s best practice features/functions, and the vendor has a published
roadmap to continue to evolve the application. However, the application effectiveness is not
fully realized due to user ineffectiveness. User ineffectiveness may be driven by lack of
training or application knowledge, work processes that do not align with the application, lack
of integration with other key systems, and/or inconsistent adoption by the user community.
Possible High-Level Recommended Actions – Determine if additional training, integration
and/or process re-engineering will enable “Effective Application Leverage.” If yes, then
continue to invest in the application. If no, then consider replacement as budget and
resources allow. Such a replacement would probably not be a critical project.



Application Constrained (Yellow) – Indicates that staff is currently effectively leveraging the
application features and functions, but the application lacks the capability to effectively
support business practices or efficient business processes.
Possible High-Level Recommended Actions – Evaluate whether the application is current in
terms of releases/patches, request increased vendor support or modifications, evaluate
technology infrastructure if performance related, or evaluate integration to other applications.
If application constraints cannot be overcome, then the City may want to consider
replacement.



Ineffective Application (Red) - Indicates that the application lacks features and functions to
support efficient business processes, as well as the users are not prepared to fully leverage
the application.
Possible High-Level Recommended Action – Determine specific business requirements and
needs and proceed with procurement to replace application as budget and resources allow.
Avoid additional investment unless critical issue arises.

Effective Application Leverage
Based on the IT Assessment activities and user department interviews, the following applications are
viewed as effective in supporting the City’s business and operational needs:


NeoGov (Online Recruiting)



Spillman (Fire and Police CAD and RMS)



GIS (integrated with applications)
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HdL (Business License)



Springbrook (Utility Billing; implementation in process)



Intellitime (Time Reporting)



Telestaff (Fire Staff Scheduling and Time Reporting)



EnerGov (Replacing Several FoxPro Applications)



Class (Class scheduling)



LaserFiche (Document Management/Imaging)

It should be noted that although an application is in this quadrant, it does not mean there are not
opportunities to improve the application leverage via more effective integration with other core
technologies, increased user training, or business process re-engineering. If an application does not
continue to evolve, along with user adoption of new features/functions, then eventually that
application will fall into an ineffective state. As an example, as the City’s reliance on GIS (driven by
the anticipated integration with the EnerGov and CMMS applications) increases, the underlining GIS
technologies need to continue to evolve to current software releases.

People/Process Constrained Applications
Based on the IT Assessment activities and user department interviews, the following applications are
viewed as not fully effective in supporting the City’s business and operational needs due largely to
user ineffectiveness:


RecWare – This application is currently being replaced by Class



Hansen – This application is currently being replaced by a COTS CMMS solution



SquareRigger



SCADA – The Utilities Department is currently preparing RFPs to replace existing system.

High-Level Recommended Actions – The City is proactively addressing these applications. The City
currently has projects for, or plans to address, RecWare and Hansen. SquareRigger functionality
may be able to be addressed through the City’s CMMS procured solution.
The Utilities Department SCADA systems support the water, wastewater, and reclaimed water facility
operations. The SCADA is a critical system for monitoring and managing the utility operations. The
current SCADA system is aging and lacks features (i.e. specific alarming, command and control of
tank levels, reporting, etc.) that would assist the staff in managing water assets. The Utilities
Department is currently developing RFPs to address the SCADA system.
However, the Utilities Department identified the IT Division’s limited knowledge and expertise in the
SCADA environment as a support issue. While the IT Division has the expertise to address network
and server hardware level issues, they lack the specialty knowledge and expertise to fully support the
SCADA system. Historically this support was provided within the Utilities Department, but this role
was transitioned to the IT Department, which no longer has the staff expertise required to support
the SCADA system without assistance from outside support resources. In today’s environment, the
City sometimes has to rely on outside service. In the procurement and implementation of a new
SCADA system, the City should carefully consider how it will establish a sufficient support structure
that ensures long-term system support. In NexLevel’s experience, the SCADA system support is
primarily handled by utility department staff that has the utility process and infrastructure knowledge
to adequately support the maintenance, configuration, and issue resolution.
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Ineffective Technologies
Based on the IT Assessment activities and user department interviews, the following applications are
viewed as lacking the features and functions to support City business and operational needs. In
addition, significant people and process issues exist that prevent applications from being more
effective in supporting City business.


Pentamation (Finance/Payroll)



Website



FoxPro “Bonnie Apps” (approximately 35 applications)



ACS Utility Billing – This application is currently being replaced by Springbrook

Pentamation, while still meeting basic needs of the City, is an application that is no longer being
actively sold or marketed to public agencies. As a result, eventually, vendor support of this
application will be unavailable or increasingly expensive. In addition, since the vendor is not actively
investing in research and development of the application, the City will not benefit from enhanced
features and functions that would be available if using another proven application. NexLevel
recommends that the City consider replacement of this system in the next three to five years. In the
meantime, the City may benefit from considering other available modules within Pentamation to help
streamline current processes.
The City’s website is not very user friendly and is difficult to navigate. A quick audit of the website
identified dead links and inconsistent use of themes and standards. The City has identified this as
an issue and is evaluating options. NexLevel recommends that the City procure a new website that
includes a content management system (CMS) that allows City staff to easily update and add
information. There are proven vendors that have strong qualifications in delivering effective
websites for municipalities. The City would benefit from using a proven toolset (CMS) and leveraging
the expertise of a proven vendor solution to implement a fully functional website.
The City has established a plan and is actively migrating the “Bonne Apps” to COTS solutions.
NexLevel agrees with this strategy and encourages the City to continue to decommission the Bonnie
Apps.
High-Level Recommended Actions – The City should actively pursue replacing the above applications
with commercial-off-the-shelf (COTS) solutions that have a strong product development roadmap.

Application Constrained
Based on the IT Assessment activities and user department interviews, there were no core
applications in this quadrant.

4.3

Standards

The City should continue to procure software and services from vendors capable of providing ongoing support and have a strong product roadmap that is supported by a commitment to research
and development (R&D). When implementing technology, the City should ensure adequate
testing/training environments are available to users to support release and patch management.
Testing includes technical and user tests prior to production execution. If the software change is
considered major, the IT Division and the user department should create a project schedule to plan
and manage the various tasks associated with the upgrade.
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Recommendations
Implement test environments for all core applications to reduce the risk of patch and release
management.
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5

Infrastructure

This dimension focuses on the effectiveness and management of the City’s IT
infrastructure. The activities evaluated in this dimension are the daily, weekly,
monthly, and yearly tasks that ensure a reliable, robust, and high performing IT
infrastructure. Areas of review include the network architecture, Internet and
Intranet access and usage, remote access management, server administration,
desktop standards, operational procedures, environmental considerations, and
equipment refreshment planning.

Network Operation

The City’s wide area network (WAN) connectivity is provided using fiber optic
cable. The implementation of fiber optic cable is the best approach to supporting
remote locations because there are no on-going costs for leased lines and the
bandwidth is much higher, which results in faster data communication speed.
The expanded use of fiber optic cable is a significant accomplishment for the
City. The vendor that installed the City’s fiber certified the installation, and a
single responsible support resource is a great advantage to the City and removes
the possibility of finger pointing should an issue with connectivity arise.
The WAN fiber installation was designed with an East and West route between
City Hall and Fire Headquarters, which are the two locations of the City’s major
data centers. In the event the fiber cable is damaged, data communication would
continue automatically. This design increases the reliability of the
communication network.
Through the implementation of VMWare server virtualization, the two data
centers are capable of supporting each other in the event of a major hardware
failure. This redundancy reduces the possibility that a single point of failure
would result in a major system impact.
In addition to the City’s data networks, the IT Division also supports the City’s
Avtec radio network which includes the radios that are installed in every City
vehicle.
The IT Division receives notification to set up new employees with network access
from staff at the supervisory level within the departments.
A weakness that exists with the City’s current network infrastructure is the
continued use of Category 3 and 5 (Cat 3 and Cat 5) wiring in some facilities.
This results in user frustration due to slow response rates.

Recommendations
Access to the City’s network should be tightly controlled for security reasons.
Separated employees should be immediately removed from the network,
telephone, and voice mail systems. In addition, a more formal process should be
implemented for new user access that includes the HR department.
The IT Division should identify those areas of the network still using Cat 3 and Cat
5 wiring and schedule upgrades to current standards.
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INFRASTRUCTURE

5.1

5.2

Internet Access

All City employees are provided with access to the Internet. A web filtering product, Marshall 8E6, is
used to prevent access to general categories that do not support the City’s business (i.e. gambling).
The exception to this is the Police Department, as law enforcement typically requires unrestricted
access to Internet sites in the course of performing their duties. Monthly Internet usage reports are
provided to the department directors showing staff Internet usage, which allows the department to
monitor the appropriate use of the Internet by their staff. NexLevel’s assessment did not identify any
significant issues or constraints with regard to Internet access or connectivity speed.

Recommendations
NexLevel recommends the City consider adding additional categories to the web filter to minimize
blocking issues with users (i.e. the category of “games” may be needed for the Parks and Recreation
Department, but inappropriate for other departments). Establishing additional filters would require
fine-tuning to meet the specific needs of the various departments.

5.3

Intranet

An Intranet is similar to a web site, but access is only available internally and not through the
Internet. An Intranet can be a valuable resource for staff to easily access internal information
including policies and procedures, forms, employee manuals, and a source for updates to be posted
about current City issues. In addition, an Intranet can provide a valuable tool for department
information sharing and collaboration.
The City’s Intranet was described as “containing a hodgepodge of information” that may not be
relevant and inhibits the use of the Intranet. In addition, forms that are on the Intranet may also be
on shared network files; however, it is difficult for users to know which versions are the most current.
It appears that the Intranet is used lightly by staff and is not providing the benefits one would expect
from a citywide Intranet (i.e. collaboration, information sharing, centralized information resource,
etc.).
A well designed Intranet can enhance staff productivity by supporting document versioning,
collaboration, workflow/alerts, dashboards, calendaring, forms, etc. If an Intranet does not include
features and functionality to increase staff collaboration and information sharing, then they tend to
become stagnant and eventually go unused. A recurring theme from the department interviews was
a need for an Intranet to support cross-departmental communication and projects, as well as to
serve as the official source for all city forms and templates.

Recommendations
The City should implement a full feature commercial-off-the-shelf (COTS) Intranet solution and invest
in citywide training on use of the system. The content on the Intranet should be current,
comprehensive, and easy to find to encourage staff use. Ideally, when starting up a user desktop
browser application, users should be launched into the Intranet as their home page. An example of
a solution that the City should strongly consider is Microsoft’s SharePoint, as it aligns well with the
existing technical infrastructure and has a strong vendor support commitment.

5.4

Remote Access

Approximately 70 City staff use remote access when away from City offices to access City systems.
The current remote access solution is reported as easy to use. The City uses an industry recognized
solution (GoToMyPC) that supports this important need. Current processes require department
director approval to have remote access capabilities.
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Recommendations
While remote access is convenient for staff, it does pose an increased security risk to the City’s
systems and network. NexLevel recommends that the IT Division review the list of staff using remote
access on an annual basis to validate the continued need for remote access. The remote user
access list should be proactively managed to prevent or restrict unauthorized use. In addition, it is
important that remote access users recognize that they are connecting to the City’s secure network
and could potentially introduce a virus to the network. Users should be instructed to maintain strong
security practices on the equipment that is being used to connect to the City’s network. At a
minimum, the remote access devices (i.e. home desktop or laptop) should be adequately protected
with antivirus software and kept current in terms of operating system patches.

5.5

Servers

The City has successfully leveraged emerging technologies such as virtualization to minimize the
need to purchase additional servers and rack space as new technologies are implemented.
Virtualization also provides benefits in terms of power usage and administration (i.e. backups, etc.).
Today, the City has four local area network servers and 38 virtual servers. The virtualization solution
(VMWare) is an industry leading solution that is proven effective. The City has done a good job
standardizing on a proven server hardware platform (Hewlett-Packard). As a result, the City’s server
operations appear to provide reliable and secure services.
The implementation of VMWare server virtualization has allowed IT staff to remove older file servers
from production by creating “virtual servers.” Server virtualization increases efficiency through
enhanced management features and reduces the overall cost of support by reduced power, air
conditioning, and hardware maintenance expense.
The City is ahead of many similar sized organizations in the use of VMWare to provide fail-over to a
hardened secondary facility. This level of redundancy is important as the City continues to leverage
technology and access to City systems becomes critical to virtually all City operations.
The City has standardized on the Microsoft operating system and Microsoft SQL database. The City’s
use of the Microsoft suite of products is consistent with what most similar sized public agencies do
today.
The data on the servers is backed up using snapshot technology available with the VMWare
virtualization suite. Tape backups provide the ability to restore services from tape. Tape backups
can be removed off-site by a service provider that stores tapes in a secure location with
environmental safeguards (i.e. earthquake, power failure, temperature control).
While the City has backup and recovery procedures in place, the City lacks a formal, tested disaster
recovery plan.

Recommendations
The City should formalize the disaster recovery/business continuity plan and formalize backup and
recovery processes to support the plan.

5.6

Desktop/Laptop/Mobile/Printer

The City has 348 desktop workstations, 37 GIS/CAD workstations, and 35 laptop computers. The
City has standardized on Dell PC’s and laptops using Microsoft XP operating system and Office 2003.
The City is currently planning an upgrade to Windows 7 operating system and Microsoft Office 2010.
The City has 82 printers and 4 plotters, and Hewlett-Packard is the City standard.
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The City’s desktop environment is consistent with what most similar sized municipalities have
implemented. A consistent, standardized environment allows staff to become familiar with the
hardware and software, which results in more efficient support and resolution to trouble tickets.

Recommendations
NexLevel agrees with the City’s current efforts to migrate to Microsoft Windows 7 and Office 2010.
In addition, the City should continue to standardize hardware and software to the extent possible to
keep support costs low.

5.7

Data Center Operations

The City has two primary data center locations - one at City Hall and the other at the Dispatch Center.
The data centers are neat, orderly, and the equipment/wiring is well labeled. The equipment in each
of the data centers is seismic braced and overhead trays support the cable. The IT Division should
be recognized for understanding the importance of maintaining a professional data center
environment.
The City Hall data center is contained in two separate areas. The larger of the two rooms is located
within the Finance/IT work area and is large and well organized. There is a storage area large
enough to contain pallets of equipment in a secure environment and sufficient work space to
uncrate and prepare hardware for configuration and deployment. The radio equipment is located in
a separate area of the room. The servers and communication equipment are located in a corner of
the room.
The second data center at City Hall near the Finance/IT Department is accessed through a door in a
public hallway. This data center, while well organized, is more cramped and has power limitations
and environmental issues (i.e. water pipes above the server racks).
In the event of a power outage, a generator would provide power to the equipment located in the City
Hall data centers and to the emergency lights in the building. However, in the event of a power
outage, there would not be power for desktops to access the servers. This is a limitation and
enhancements to power and the generator are recommended.
The computer room at the Dispatch Center is well designed and consistent with best practices. The
City received the Association of Public Safety Communications Officials (APCO) 2011 Horizon Award
for this facility. APCO noted the technology includes CAT6 data cable and fiber, blade PC’s, AT&T
Viper 911, virtual server clusters, text to voice fire station alerting system, and city-wide emergency
simulcast/digital radio system. The dispatch consoles are designed to allow access to technology
from the side panels, rather than requiring the dispatcher to leave the workstation while the
technician accesses equipment underneath the desktop.
The configuration is designed so that in the event of a failure of a major component, the remaining
equipment will continue to operate. The Dispatch Center has six redundancy levels for planned
efficiency in the event of a disaster. The generator supports the entire facility.

Recommendations
The City has done a good job of building and maintaining high quality data center environments that
recognize the critical nature of the systems enclosed in them. As funding allows, NexLevel
recommends that the City migrate away from the City Hall data center due to security (public access)
and environment issues (i.e. power and water pipes). If migration to another facility is not feasible,
then it is recommended that the City move the data center to the adjacent room (IT lab and storage)
and install a glass wall to provide a controlled access environment that is more secure than the
current location. In addition, this would remove the issue with having water pipes running above the
server equipment. It should be noted that the City’s fiber currently terminates in the existing data
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center. Since it would be expensive to relocate the fiber, the City could simply make the existing
data center a fiber switching closet.
The City’s current backup power situation at City Hall is insufficient to ensure adequate time to
recover or perform an orderly shutdown to prevent data loss or damage. The City needs to install an
adequate backup power generator to provide back-up power suitable to sustain basic operations for
a limited time and/or allow for an orderly equipment shutdown. Implementing suitable emergency
power should be factored into the movement of the data center.

5.8

Equipment Refreshment

The City’s refreshment policy for desktop and laptop computers was recently extended from a three
year replacement cycle to a four to five year cycle. This change in the equipment refreshment is
consistent with what many similar sized public agencies have had to do as a result of budget
constraints. During the IT Assessment, City staff reported they do not know when their computers
were going to be refreshed, and because of a “trickle down” policy, they may receive a used
computer. The refreshment policy is not well understood by City staff.
It should be noted that as equipment ages, it becomes less reliable and replacement parts may be
difficult to locate. Typically, older hardware is not capable of supporting newer software versions.
This can impact IT staff productivity and user productivity when systems fail due to age. An
equipment refreshment process allows for an orderly replacement of equipment determined by a
pre-established cycle.

Recommendations
Based on current budget challenges, NexLevel understands and concurs with the strategy of
extending the historical refreshment/replacement of desktop and laptop equipment. Until the
budget situation improves, a four to six year replacement cycle can be managed with the recognition
that IT support costs will increase, trouble ticket response times will slow down, and user satisfaction
with the computer environment will erode. When the budget allows, the City should strive to return
to a three year replacement cycle which more closely aligns with industry best practices.
The City also should target a five to seven year replacement cycle for server and network equipment,
which more closely aligns with industry best practices.
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6

Security

In this section, we evaluate how the IT Division manages security and risk.
Effective security and risk management starts at the top levels of the
organization by establishing the standards and expectations. Once that is
established, it is up to the departments to implement the tools, processes, and
practices to meet the standards established. Maintaining a secure and protected
IT infrastructure is of primary concern for any IT organization. Effective security
involves a combination of policy and standards, personal user conduct, software
tools (filtering, monitoring, etc.), and occasional audits to validate effectiveness.

6.1

Network

The City has implemented a proven firewall technology (Juniper) for network
security. The scope of this assessment did not include any tests of network
security; only a discussion with the IT staff. It should be noted that the City has
not had a comprehensive network security assessment or penetration test
performed.

Recommendations
An external network vulnerability scan and penetration test should be performed
periodically by an outside, objective security firm to identify open areas where
unauthorized network access can occur. This is a unique service that is not
typically performed by IT staff, but is accomplished by using a highly specialized
consultant. The results are presented in report form identifying areas of risk and
recommended remediation steps. The City should budget for and schedule a biannual network vulnerability scan and penetration test.
The City should consider investing in an Intrusion Detection System (IDS) to
proactively identify and monitor unauthorized attempts to access the City’s
network. An Intrusion Detection System helps detect unauthorized attempts and
alerts the IT staff. The IDS will typically record relevant information to help the IT
staff assess the situation. Some IDS can also automatically lock out malicious
activity.

6.2

Physical

As indicated earlier in this report, the IT staff and facilities are located in
numerous locations. It appears that the City’s technology infrastructure is
located in secure facilities and restricts access from unauthorized parties.
Access to the City Hall data center is secured, but entry is through a hallway that
is open to the public.

Recommendations
See recommendation in Section 5.7
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The security of the City’s network is a critical component of IT best practices. In
today’s world, every computer is subject to malicious attack through the Internet.
Skilled computer hackers attempt to break into networks to obtain private
information, utilize disk space for their own use, attempt to cover malicious
attacks to other organizations, or cause damage to information.

6.3

Data

From an internal security and data protection perspective, the IT Division is leveraging technology to
ensure IT assets and data are protected. The IT Division is using industry recognized virus scanning
software, email filtering, limited internet site blocking, and other means to protect the environment.
The City’s current use of this software is consistent with industry standards and considered
reasonable for the environment. The challenge many organizations face today is balancing the need
for security and protection of systems and data with the ease of use and access.

Recommendations
The IT Division and IT Steering Committee should continually communicate to users the security
policies and procedures to ensure all users clearly understand and follow established security
process and procedures. NexLevel’s experience is that when users fully understand the security
expectations and risks associated with a security failure, they are much more willing to practice good
security. In addition, users should understand that the IT Division has tools and procedures to audit
system use and access to minimize the security risk.

6.4

Desktops

Currently, desktop users have administrative rights. Administrative rights allow desktop users to
control what hardware and software can be installed on a desktop. While this is a nice convenience
for the users, it does increase the security risk in terms of virus/malware infections. With
administrative rights, a user may inadvertently introduce a virus/malware when loading a software
application from the Internet or external drive. An infected desktop has the potential of adversely
impacting other City users. In addition, allowing users to have administrative rights to desktops puts
the City at a higher risk of having unauthorized or unlicensed software.

Recommendations
It is recommended that the IT Division work with the IT Steering Committee to re-consider the policy
of allowing users to have administrative rights. Typically, best practices processes restrict
administrative rights privileges.

6.5

Backup

The servers are backed up using VMWare virtualization technology. “Snapshots” are taken every
hour from 7 AM to 8 PM, and once nightly. The nightly backups replicate data between the City Hall
and Dispatch data centers. The notable exception is the ACS Utility Billing applications, which run on
an IBM AS400 platform and are backed up nightly to tape. VMWare snapshots are disk-to-disk
copies and allow data to be restored within a very short period of time. The timing of the file
backups align with best practices.

Recommendations
The City should add disk-to-tape backup ability and use a professional service company to store the
tapes in an off-site secure facility. Tape backups provide an additional layer of data recovery ability.
Professional service providers can pick up tape backups and store them in a secure environment. A
typical practice is to use a weekly schedule where the previous week’s tapes are returned by the
service provider and the current week backup tapes picked up. This is a fail-safe that the maximum
amount of data loss due to any disastrous event would be one week.
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6.6

Business Continuity

Changes have been made to the infrastructure since the City’s Disaster Recovery Plan was
completed. Although the City’s network has been designed to include redundancy, a plan for
recovery from a worst-case disaster is the purpose of a business continuity plan. A comprehensive
Business Continuity Plan would establish the priorities for restoring computer services and include
detailed information to allow someone unfamiliar with the City’s network to proceed with recovery
activity. Once completed, plans should be tested annually and updated to support changes to the
configuration.

Recommendations
See recommendation in Section 5.5.

6.7

Virus/Spam Protection

As the City continues to automate business and operational processes, the threat and potential
adverse impact of a virus becomes more significant. While automating City processes using
software and databases is consistent with best practices, it also means that the City is storing more
information electronically and staff will rely on access to these systems to perform day-to-day
essential functions. Therefore, it is imperative the City follow best practices for virus and spam
protection to minimize the risk of unauthorized data access or service interruption. The City is
currently using the Eset NOD32 antivirus/antispyware software which provides a proven solution to
protect the City.

Recommendations
The City should continue to practice strong virus/spam protection practices and ensure
antivirus/antispyware software remains current for all devices connected to the network.

6.8

Patch Management

Security and application updates are issued periodically by Microsoft. To maintain a secure and
reliable technology environment and ensure equipment is operating at optimum performance, it is
important that desktops and servers are kept current with the latest patches. The IT Division’s
approach to patch management is adversely impacted by the current workload which prevents a
proactive approach to managing patches and releases. In some cases, patches are not applied in a
timely fashion due to other priorities which may create a security, performance, or reliability issue. It
is important to note that patch installation generally requires the desktop or server to be rebooted,
which has the potential to disrupt users. Therefore, typically servers should be rebooted when the
applications are not being used by staff to minimize the impact of downtime.

Recommendations
The City should implement a patch management application and follow a formal schedule for patch
installation. The implementation of a tool like Microsoft System Update Services could help with the
patch management and installation. The KACE tools, which currently support the Help Desk
application, may also be able to perform patch management.
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7

Administration

This dimension focuses on how effectively the IT Division manages the IT
infrastructure in terms of budgets, maintenance agreements, and software
licenses. As the title of this indicates, these functions are largely administrative
activities and do not require deep technical expertise.

7.1

Budget

The IT Division budget/CIP should include hardware (i.e. desktops, laptops,
servers, and network equipment) refreshment. This helps ensure a reliable and
secure technology environment and reflects the reality that technology
equipment must be replaced or upgraded over time. It also allows the expense
to be distributed over multiple budget years, rather than a large, one-time,
unplanned expense when equipment fails.
The City should establish a budgetary amount for hardware refreshment in each
budget cycle.

7.2

Procurement

The City appears to lack formal policies for the procurement and selection of
technology. On several occasions, the IT staff was not aware that departments
had purchased new technology until a vendor was scheduled to be on site and
required configuration changes or support. The IT Division should be consulted
and provided the opportunity for input prior to a new technology purchase. From
a security and reliability standpoint, the IT Division must evaluate and approve all
technology that is implemented to ensure compatibility with the shared IT
infrastructure (network, desktops, servers and security).

Recommendations
The IT Steering Committee should enforce software and hardware acquisition
polices. The IT Steering Committee should use the IT Division to evaluate and
review modifications to the City’s technology infrastructure.

7.3

Contract & Vendor Management

The cost for ongoing technology maintenance support can get expensive and
wasteful if not proactively managed. On an annual basis, the City should
carefully evaluate each maintenance contract prior to renewing to ensure it is still
required and the support requirements align with current needs. Often times, an
organization will just automatically renew existing agreements without evaluating
the need, thus wasting budget dollars on maintenance services that do not
benefit the City.
The scope of NexLevel’s IT Assessment did not include a detailed review of the
City’s existing maintenance agreements.
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Recommendations

Recommendations
The City should centralize the ongoing management of technology maintenance contracts. This will
create a central repository to support annual maintenance contract reviews prior to automatically
renewing the agreements. This function should be assigned to the IT Division who will be
responsible for working with the IT Steering Committee and user departments to complete the
annual review.

7.4

Software License Management

Microsoft licensing is complex and expensive. The City has opted not to procure Microsoft Assurance
licensing. Microsoft Assurance requires an on-going expense, allowing every new version of
Microsoft software that is released can be installed at no additional cost during the Assurance
period. When Microsoft Assurance is not procured, new licenses are purchased as needed. The
City’s approach appears to be reasonable given the City’s financial constraints.

Recommendations
Maintain an accurate inventory of all software installed on computers and servers and ensure
adequate licenses exist. On a periodic basis, evaluate the cost/benefit of standalone software
purchases versus Microsoft Assurance licensing practices.

7.5

Inventory Management

An annual technology asset inventory should be conducted to support the hardware refreshment
planning. This activity is typically supported using automated tools such as KACE which is currently
being used by the City to support the Help Desk function.

Recommendations
Conduct an annual technology asset inventory to, at a minimum, include the make, model, serial
number, purchase date, and software.
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8

Documentation

This dimension evaluates the effectiveness of the IT Division’s documentation as
compared to a best practices IT organization. While informal, undocumented
processes can be effective, such processes typically rely on individual expertise
and knowledge. Best practices organizations maintain current and accurate
documentation on all activities such that processes can be completed in the
absence of any one individual. Strong documentation promotes cross-training,
enables backup and recovery, provides succession planning, and reduces the
risk of change when introducing new technology.

Repository

Maintaining a current and accurate document repository is a challenge. In
today’s environment, technical staff is required to “wear many hats” and are
often times operating in a reactive mode. Some organizations may be able to
perform with minimal documentation as they appear to effectively and quickly
communicate with one another. However, in the long run, all organizations are
best served by ensuring appropriate focus is placed on documentation.
The IT staff has institutional knowledge of the configurations, but the information
is primarily in their heads and on personal notes. Most of the knowledge and
expertise within the IT Division with regard to the data centers and network
configurations is held by staff using informal documentation methods.

Recommendations
NexLevel recommends the creation and centralization of technical
documentation for all aspects of the IT Division’s day-to-day operation.
The City needs to allocate sufficient time for the IT Division to create adequate
documentation that, if necessary, would allow external qualified IT professionals
to quickly understand and support the technical infrastructure in a reasonably
proficient manner.
The IT Division needs to develop detailed network and system diagrams that
clearly identify the network design, equipment configurations, and relationships
between the infrastructure components, applications, and data repositories. In
addition, operational procedures (backup, patch, and configurations) should be
created. Once this documentation is in place, it should be updated as changes
occur in the environment.
The creation of documentation and its on-going maintenance should be added to
each IT Division staff job description and made a measurable objective in the
staff performance reviews.
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8.1

8.2

Policies & Procedures

The City has an IT Policies and Procedures Manual. The manual contains sections for Council and
City Manager Policies, IT Steering Committee Policies, IT Standards and Practices, and identifies the
Committee and Group Members. The IT Disaster Recovery Plan is contained in this document. While
these directives provide a solid foundation to build upon, they need to be updated to reflect the
current environment, computing trends, and changed procedures.

Recommendations
All technology directives should be reviewed, updated, and distributed to existing and new
employees throughout the City. The Steering Committee should be charged with reviewing and
recommending the updated policies and procedures. Once they are approved, the IT Steering
Committee should help enforce the policies and procedures. NexLevel recommends the City
consider the following technology policies:


Internet Use



Information Technology Steering Committee



Help Desk



Equipment Acquisition



Equipment Sanitation/Disposal



Software License



Green IT



Administrative Rights



Anti-Virus



Change Control - Freezes & Risk Evaluation



Data Security



Desktop Move/Add/Change



E-Mail Archiving and Retention



Inventory



IT Services Catalog



Mobile Device Acceptable Use



Password



Patch Management



Remote Access



Removable Media Acceptable Use



Social Media



System Backup/Recovery



Technology Training



Third-Party Access



Wireless Access Point
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9

On-Line Survey

Between June 29 and July 29, 2011, NexLevel conducted an on-line survey of
City employees to assess the satisfaction of technology service delivery. The
following section presents the results of the survey, provides charts depicting the
City’s position relative to technology best practices, and provides a compilation of
comments provided by surveyed employees.

Department

Number of Responses

Percentage of Total

Administration

12

5.0%

City Attorney

3

1.2%

City Council

1

.4%

Community Development

23

9.5%

Finance/Information Technology

19

7.9%

Fire

14

5.8%

Human Resources

5

2.1%

Parks & Recreation

21

8.7%

Police

31

12.8%

Public Works

66

27.3%

Utilities

47

19.4%

The following charts provide the responses to each question in the survey. For
each question, the first graph shows the percentage of respondents for each
category based on a scale of 1 (low) to 5 (high). The second chart plots the City’s
high satisfaction (categories 4 and 5) against industry best practices and against
other similar government IT organizations.
The Best Practices Goal is based on NexLevel’s combined technical experience of
over 125 years with government computing organizations. Our experience shows
that an effective, well-balanced IT organization will fall somewhere within the
Best Practices Goal. Falling in the low end of the goal indicates a well-run
organization, but specific areas of operational improvement may still be
recommended. Falling in the high end of the goal indicates that the organization
is well-run and meets most, if not all, industry defined best practices for that area
as covered by the question.
The Peer Average point is the average score for surveys conducted by NexLevel
within other California governmental jurisdictions. This point represents the
average score we have recorded for the stated question. The San Luis Obispo
point represents the City’s total of responses for categories 4 and 5 to the
corresponding survey question.
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ON-LINE SURVEY

Of the estimated 531 City employees sent the survey, 242 responded. This
response rate (45%) is considered adequate and provides an indication as to the
general perception of IT service delivery within the City. Employees responding
were from the following departments:

QUESTION 2

How satisfied are you with IT staff ability to solve your technical issue
the first time you call for help?

100

RESPONSE

Percentage

80
60
40
20
0
1

2

88.4

3
Rating

Best
Practices
Goal

4

5

100

77.3

Peer Average

75

COMPARISON

50

25

EVALUATION

November 2011

The IT Division falls above the Peer Average and within the Best Practices
Goal for this question.
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QUESTION 3

How satisfied are you with the overall technical knowledge of IT staff?

100

RESPONSE

Percentage

80
60
40
20
0
1

2

93.1

3
Rating

Best
Practices
Goal

4

5

100

84.0

Peer Average

75

COMPARISON

50

25

EVALUATION

November 2011

The IT Division falls above the Peer Average and within the Best Practices
Goal for this question.
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QUESTION 4

How satisfied are you with IT staff understanding of your department’s
business functions?

100

RESPONSE

Percentage

80
60
40
20
0
1

2

3
Rating

4

5

100
Best
Practices
Goal

76.5
75
62.0

COMPARISON

Peer Average

50

25

EVALUATION

November 2011

The IT Division falls above the Peer Average and within the Best practices
Goal for this question.
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QUESTION 5

How satisfied are you with IT staff understanding of the City of San
Luis Obispo’s business objectives?

100

RESPONSE

Percentage

80
60
40
20
0
1

2

3
Rating

4

5

COMPARISON

EVALUATION

November 2011

The IT Division falls above the Peer Average and within the Best Practices
Goal for this question.
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QUESTION 6

How satisfied are you that the City’s computer programs are meeting
your business needs?

100

RESPONSE

Percentage

80
60
40
20
0
1

2

3
Rating

4

5

COMPARISON

EVALUATION

November 2011

The IT Division falls below the Peer Average and below the Best Practices
Goal for this question.
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QUESTION 7

How satisfied are you with the version level or system compatibility of
the computer programs you use?

100

RESPONSE

Percentage

80
60
40
20
0
1

2

3
Rating

4

5

COMPARISON

EVALUATION

November 2011

The IT Division falls below the Peer Average and below the Best Practices
Goal for this question.
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QUESTION 8

How satisfied are you with the IT Department’s control of viruses and
malware?

100

RESPONSE

Percentage

80
60
40
20
0
1

2

3
Rating

4

5

COMPARISON

EVALUATION

November 2011

The IT Division falls above the Peer Average and within the Best Practices
Goal for this question.
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QUESTION 9

How satisfied are you with the IT Department’s control of spam
(unwanted email)?

100

RESPONSE

Percentage

80
60
40
20
0
1

2

3
Rating

4

5

COMPARISON

EVALUATION

November 2011

The IT Division falls above the Peer Average and within the Best Practices
Goal for this question.
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QUESTION 10

How satisfied are you with the IT Department’s time to respond to your
request for service?

100

RESPONSE

Percentage

80
60
40
20
0
1

2

3
Rating

4

5

COMPARISON

EVALUATION

November 2011

The IT Division falls above the Peer Average and within the Best Practices
Goal for this question.
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QUESTION 11

How satisfied are you in the time it takes the IT Department to satisfy
your request for service?

100

RESPONSE

Percentage

80
60
40
20
0
1

2

3
Rating

4

5

COMPARISON

EVALUATION

November 2011

The IT Division falls above the Peer Average and within the Best Practices
Goal for this question.
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QUESTION 12

How satisfied are you with the IT Division’s process of checking back
with you on service provided?

100

RESPONSE

Percentage

80
60
40
20
0
1

2

3
Rating

4

5

COMPARISON

EVALUATION

November 2011

The IT Division falls above the Peer Average and below the Best Practices
Goal for this question.
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QUESTION 13

Do you need to know locations of addresses, assets, or other objects
for your work? If yes, describe your needs.
The 83 responses to this question are included in Appendix C. These
comments typically expressed the need for the following information.


RESPONSE











QUESTION 14

Addresses for utilities, meter, pipe locations, telemetry equipment,
stormwater collection system (drop inlets, sewer lines, stormwater
culverts), storage tanks, pressure reducing valves, pressure zones,
manholes
City infrastructure, monuments
Park related assets, park infrastructure and neighboring parcels, owner
contacts
At the counter to support the public
Review development plans, business license, plan check
Asset Management (fleet, parks, trees, building, equipment)
Information needed to conduct criminal investigations
APN, street addresses, parcels and public rights of way
Addresses for tracking work orders
Code Enforcement prosecution, real property transactions, legal
descriptions and property lines

Have you used maps (digital or hard copy) made by the City’s IT
Division? If yes, describe the map(s).
The 86 responses to this question are included in Appendix C. The primary
maps used are:




RESPONSE
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Aerial photos
Storm drains, water distribution, sewer lines
Fire Department response zones and fire hazard zones; grid maps on
the fire engines, high severity fire zone related to wild land urban
interface
Land use maps, flood maps, zoning maps, contour maps
Fire/Police CAD
Natural resources, endangered species
Encroachment permit process maps, subdivision maps
Residential density, owner occupied housing, airport safety zones
Delineating 500 ft. radius for determining FPPC conflict of interest
Maps of parks, event maps for Tour of CA, open spaces, creeks,
homeless encampments
General Plan maps
Graphics for project presentations
Streets for CIP projects
Fee areas
Maps for location of a crime scene
Historical lot information
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QUESTION 15

How satisfied are you with services received from the City’s GIS
Division?

100

RESPONSE

Percentage

80
60
40
20
0
1

2

3
Rating

4

5

COMPARISON

EVALUATION

November 2011

The IT Division is performing well and very closely to the Best Practices
range.
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QUESTION 16

Do you use Google, Yahoo or any other free online mapping service? If
yes, describe your use.
The 100 responses to this question are included in Appendix C. The
responses are summarized:

RESPONSE

QUESTION 17











Aerial satellite view for planning operations safe approach
Viewing conditions in the field to save site visits
Used for locations outside of the City limits
To obtain measurements from point A to point B
To obtain locations on suspects, victims, witnesses to crimes
Drive route planning
Locating businesses in San Luis Obispo
Developing Fire pre-plans
Area and distance information to send to contractors and designers

If you use a smart phone, tablet PC, or laptop, do you use any mobile
mapping application? If so, list device and application you use.
The 40 responses to this question are included in Appendix C. The
summary of the mobile mapping applications is presented:

RESPONSE

November 2011







Laptop computer for sidewalk maintenance program
Google Maps
Droid navigation maps
Gosync mobile mapping
GPS MotionX
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QUESTION 18

How satisfied are you with the equipment (computer, printer) you use
in performing your job?

100

RESPONSE

Percentage

80
60
40
20
0
1

2

3
Rating

4

5

COMPARISON

EVALUATION

November 2011

The IT Division falls above the Peer Average and below the Best Practices
Goal for this question.

62

QUESTION 19

How satisfied are you with the amount of training you have received in
the use of the equipment and programs?

100

RESPONSE

Percentage

80
60
40
20
0
1

2

3
Rating

4

5

COMPARISON

EVALUATION

November 2011

The IT Division falls above the Peer Average and below the Best Practices
Range for this question.
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QUESTION 20

How satisfied are you with the City’s communications network
reliability (Does the network run when you need it)?

100

RESPONSE

Percentage

80
60
40
20
0
1

2

3
Rating

4

5

COMPARISON

EVALUATION

November 2011

The IT Division falls above the Peer Average and slightly below the Best
Practices Goal for this question.
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QUESTION 21

How satisfied are you with the speed of the City’s communications
network (Is it responsive to your needs)?

100

RESPONSE

Percentage

80
60
40
20
0
1

2

3
Rating

4

5

COMPARISON

EVALUATION

November 2011

The IT Division falls above the Peer Average and within the Best Practices
Goal for this question.
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QUESTION 22

How satisfied are you with the IT Division’s management of technology
projects?

100

RESPONSE

Percentage

80
60
40
20
0
1

2

3
Rating

4

5

COMPARISON

EVALUATION

November 2011

The IT Division falls above the Peer Average and slightly below the Best
Practices Goal for this question.
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QUESTION 23

How satisfied are you with the technology leadership and planning
initiatives provided by the IT Division?

100

RESPONSE

Percentage

80
60
40
20
0
1

2

3
Rating

4

5

COMPARISON

EVALUATION

November 2011

The IT Division falls above the Peer Average and below the Best Practices
Goal for this question.
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QUESTION 24

How satisfied are you with communications you receive from the IT
Division relative to projects status, service metrics, outages, and
scheduled maintenance?

100

RESPONSE

Percentage

80
60
40
20
0
1

2

3
Rating

4

5

COMPARISON

EVALUATION

November 2011

The IT Division falls above the Peer Average and within the Best Practices
Goal for this question.
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QUESTION 25

How satisfied are you with the overall service you receive from the IT
Division?

100

RESPONSE

Percentage

80
60
40
20
0
1

2

3
Rating

4

5

COMPARISON

EVALUATION

November 2011

The IT Division falls above the Peer Average and within the Best Practices
Goal for this question.
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QUESTION 26

What does the IT Division do well?
The 186 responses to this question are presented in Appendix C. The IT
Division was complimented for:

RESPONSE

QUESTION 27








Responding in a timely manner
Communication
Customer service, friendly, pleasant, courteous
Competent, knowledgeable
Explain problems clearly without using technical terms
Approachable, reliable, helpful, supportive, positive attitude

What can the IT Division improve on?
The 186 responses to this question are presented in Appendix C. The
areas for improvement were primarily:

RESPONSE

QUESTION 28








Better computers, newer hardware
Allocate its resources proportionally to all City departments
More staff to keep up with increasing demands
Update software versions
More training classes
Communication with departments regarding changes that will affect
them

What other services could the IT Division provide to help meet your
business needs?
The 186 responses are presented in Appendix C. The primary responses
were:

RESPONSE

November 2011






Additional software training classes
Newer version of Microsoft Office Suite and Adobe
More graphic software licenses
Workflow capability
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QUESTION 29

How could the City’s website better serve the public?
The 186 responses are presented in Appendix C. The primary responses
were:

RESPONSE

QUESTION 30
















Allow Departments to post information
Showcase the beauty of the City
Improve ease of access to online documents and maps
More information available to reduce calls to the city
Make City documents available online
Interactive forms that can be submitted on line
Interactive video
Links or video of Council meetings
User-friendly and easy to navigate
Fewer levels to find information
It is difficult to explain to the public where they can find information
Links to Twitter and Facebook for real time updates
Improved search capability
More visually appealing

How many times do you call the IT Division for assistance (Help Desk
or staff member) each month?

Never

14.5%

2

1-2

73.1%

1

3-4

8.1%

3

More than 5

4.3%

4

November 2011
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QUESTION 31

When you contact the IT Division for help, what is the primary reason
for your call? Check all that apply.

PC

44.6%

1

Printer

31.7%

2

Email

28.9%

3

Other

17.2%

4

ShoreTel Telephone/Voice Mail

15.6%

5

Cell/Smartphone

15.1%

6

Internet

14.0%

7

Password Assistance

12.9%

8

Equipment Relocation

10.2%

9

Microsoft Office Suite

9.1%

10

Laptop

9.1%

11

MDC/In-Car Video

8.1%

12

Telemetry

7.0%

13

Security Camera/Video

6.5%

14

Do Not Call For Help

6.5%

15

Audio/Visual

5.4%

16

Adobe

5.4%

17

Radio

2.7%

18

November 2011
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QUESTION 32

Is there information you need that you don’t have? If yes, explain.
The 43 responses are presented in Appendix C. The primary responses
were:

RESPONSE

QUESTION 33






Adobe Acrobat Pro, Adobe Suite
Organization-wide graphics and document production software
Classes in Microsoft Office
Current versions of Microsoft Office

Do you foresee new uses of technology in your department? If yes,
explain.
The 186 responses to this question are included in Appendix C. The
primary responses were:

RESPONSE

QUESTION 34










Handheld devices for use in the field
Mobile equipment to eliminate paperwork
Workflow to reduce or eliminate paper
E-submittals and E-reviews
Wireless field data entry for asset management and inspection
Outreach for citizen involvement in City-wide planning efforts
Agenda processing
Online communication between departments to reduce paperwork and
duplication of effort

Are you aware of any regulations, legislation or job requirements that
may impact your use of technology in the near future? If yes, explain.
The 18 responses to this question are included in Appendix C. The
primary responses were:


RESPONSE

November 2011





Increasing requirements around public records accessibility and ediscovery rules
Retention issues, security issues with digital evidence
Federal requirement to maintain an inventory of traffic signs
The need to get hazardous materials inspection results to the state
level may result in more reporting requirements
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Appendix A – IT Infrastructure
The following table provides a summary of the current IT infrastructure in the City.

Help Desk

Infrastructure
















420 desktop and laptop computers
70 smart phone/Blackberry devices
82 printers
30 scanners
Microsoft Office applications
Hardware refreshment
49 MDC’s
Coordinate user training
Purchase and deploy refreshment hardware
Cash registers
Remittance processor
iPads













Local area network (LAN) and wide area
network (WAN)
Network engineering and design
Internet access
Voice and voice mail systems; 850 phones
Radio system; 395 radios
Dispatch Center
City’s web site availability
Wireless access
File servers
Storage area network (SAN)
Backup and recovery
Security cameras

Security

Specialized








Firewall
System access
Antivirus/antimalware
Internet filtering






Primary Applications










Project Management









GIS
Pentamation financial and payroll system
ACS Utility Billing
HdL Business License
RecWare Recreation Applications
Hansen CMMS
SCADA systems
Spillman Public Safety
LaserFiche (Police Department)

November 2011

City Council meeting live broadcast
audio/visual equipment
Police in-car video
Water meter reading devices,
upload/download of meter reads
Dispatch Center support 24/7/365
Connectivity to various secure law
enforcement databases
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Intellitime
Telestaff
EnerGov
Springbrook
LaserFiche
SCADA upgrade
CMMS for Utilities
Version Upgrades (Pentamation, RecWare,
Spillman, etc.)

Appendix B – Software Application Listing
The following table presents the existing applications in use in the City that were identified during
department interviews and in the RFP for the IT Strategic Plan.
Department
City Attorney
City Clerk
City Council
City Council
Enterprise

Application
WestLaw
MuniMetriX Document
Management
Liberty meeting recorder
Audio/Visual equipment
GIS

Enterprise

Microsoft Office

Enterprise
Enterprise

Intranet
Microsoft Exchange

Enterprise

City Web Site

Enterprise
Enterprise
Enterprise

Web EOC
ShoreTel VoIP
FoxPro

Finance

ACS Utility Billing

Finance
Finance
Finance
Fire
Fire

HdL
Pentamation Financials
Cognos
US Digital
Target Safety Training

Fire
Fire

Fire Station Alerting
Decade

Fire and Police

Spillman version 4.6 for
CAD/RMS and version 4.5
for mobile
Jensen Voice Recording
Voice Print
NeoGov

Fire and Police
Fire and Police
Human
Resources
Parks and
Recreation
Parks and
Recreation
Police

November 2011

Additional Information
Legal research
Document Management application used only in
the City Clerk’s office
Records Council meetings
Live broadcast of Council meetings to Channel 20
Extensive integration with FoxPro applications;
highly customized to support the Departments and
the City web site with land based information
Upgrading from Office 2003/XP to Office
2010/WIN7
Developed in-house
Email, calendaring, contacts with interfaces to
multiple smart phone devices
Developed in-house; technology used is now
obsolete
Emergency management online application
Voice and voice mail systems
Extensive use of standalone FoxPro applications
that remain unsupported; FoxPro is obsolete and
application support is not available
Replacing ACS with Springbrook – implementation
underway
Business License
Working with vendor to schedule release upgrades
Report Writing tool used with Pentamationrtp338
Text to speech translation for fire alarms
Training records; includes the ability to create
training videos for on-demand use
US Digital
The County is converting this hazardous materials
program to hosted web based
Computer aided dispatch, records management
and mobile data computers
Radio and voice recording in Dispatch
Visual voice printing
Web based recruitment application

RecWare Class Registration
and Facility Reservations
Fore

Upgrade to newer version is budgeted

CryWolf

False alarm billing

Golf reservations
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Department
Police
Police
Police
Police

Application
DIMS
Panasonic
Audio visual equipment
LaserFiche version 7.1.2

Police

CLETS

Public Works
Public Works
Public Works
Public Works
Public Works
Public Works
Public Works
Utilities

Intersection Magic
Parking Enforcement –
handheld devices
McCain QuicNet
RainMaster
SquareRigger
Street Smart
ArborPro
Fix32 SCADA

Utilities
Utilities

Genesis SCADA
Data Stream MP2

Utilities
Utilities

CWQIS
Datamatic AMR

Utilities

Hansen CMMS version 7.7

November 2011

Additional Information
Digital evidence management system
In car video recording
Used in the interview rooms
Document management; replacing hardware in
2011
Links with law enforcement agencies; integrated
with Spillman CAD and MDC’s in the vehicles
Collision diagram software
Link to DMV; parking ticket issuance
Traffic Signal Management
Irrigation Management
Fleet Management
Street Light Monitoring
Tree inventory and management
For wastewater and recycled water; upgrading to
iFIX – mission critical application
Monitors tanks
Maintenance and inventory; Utilities staff performs
system backups
State database for reporting spills
Used for water meter reading when the meter is
located in a vault
Version 7.7 is obsolete and is no longer supported;
RFP for system replacement issued and proposer
evaluation is underway; would like to implement
new system prior to 12/31 in order to avoid paying
maintenance
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Appendix C - Survey Detailed Responses
Do you need to know locations of addresses, assets, or other objects
for your work? If yes, describe your needs.
919 Palm and City-wide field infrastructure
Addresses and maps. Maps from various time periods to show changes.
Addresses are used for tracking and work orders
Addresses for utilities
Addresses to locations of spills. Name and contact information of property owners.
All park related assets, water & electric meters, telemetry equipment
All things related to parcels and public rights of way
APN; Street Addresses; new annexations; Stormwater Collection System (drop inlets, sewer lines,
stormwater culverts)
Asset Management (Fleet, Parks, Trees, Building, Equipment)
Building permits, fees, addressing
CAD
Calls for service - we go everywhere
City addresses and owners' names
City infrastructure, utilities, monuments, storm drains, properties, etc.
Code enforcement prosecution; real property transaction legal descriptions and property lines;
subdivision map and infrastructure reimbursement agreement property information
Community gardens, special events, grant application requirements
Contact information, Financeplus
Critical to Land Use Program, Building Permits etc.
Current features of Land Use program, images, history, relevant files associated with address
Emergency call information
For criminal investigations
For legal notification for public hearings
For processing CIP Projects in the City and locating problems when the public calls in
Generally, conflict of interest mapping issues
Giving directions to customers to childcare sites, field trips, etc.
Grid books
I use City maps every day to plan my customer service calls
I use locations of addresses to look up parcel information and view the surroundings of that
address
I use this frequently at the counter and to review development projects, business licenses, plan
checks, etc.
Information needed to conduct criminal investigations
Knowing locations in the City is very important for responding emergency vehicles accurately
Land Use program is very useful in locating and cross referencing addresses and locations and
proximity to other areas as well as additional filter levels and aerial photos
Land Use, Planning Apps, Building Permits, Streets and Addresses
Location and current property owner information is essential
Maps for call outs
Maps, aerial photos, owner contact info. Search by owner, parcel # and address.
Meter, valve and pipeline locations
Mobile MDC maps for emergency responses
Need to be able to locate map location of address, owner information and other zoning information
of residential properties
QUESTION 13

November 2011

77

Do you need to know locations of addresses, assets, or other objects
for your work? If yes, describe your needs.
Parking is called on to map and look at parking issues throughout the downtown
Parks infrastructure and neighboring parcels, owner contacts
Parks, open spaces, transient camp locations
Parks; programs; trails
Permits, zoning, etc. are all tied to addresses
Planning projects - vast variety of applications
Public vs. private, easements, access, etc.
Some assets that are related to stormwater
Sometimes need maps for Council
Storage tanks, pressure reducing valves, pressure zones
Track all business addresses in course of my daily inspection work.
Utility Billing, Finance
Used for facility planning, creating service requests, public notices and mailing, creation of public
educational presentations, creating/amending/verifying transit maps/schedules, grant writing
support documents
Various: giving directions, projects, info related to advisory body reports, public information, mailing
info
Wastewater assets
Waterlines, address location, etc.
We need locations of buildings, manholes and pipes
When issuing permits and for scheduling
QUESTION 13

November 2011
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QUESTION 14

Have you used maps (digital or hardcopy) made by the City’s GIS
Division? If yes, describe the map(s).

Aerial photos
Aerials, utility maps
All atlas maps
All of our addressing information comes from GIS. We use maps with our CAD system and maps in
As-builts, utility maps, contour maps, flood maps
Bicycle Transportation Plan maps
Both computer and hard copy maps are used constantly. Dawn's work has been exceptional and
City grid maps on the Fire engines
City map, land use, specific areas, emergency operations, soil types, utility systems
City parcel viewer and Spillman CAD map
City street map
Community garden sites, council agenda report for gardens, triathlon routes, City parks for events
Conflict of Interest maps
Diablo Canyon Zones; creeks and waterways; aerial photographs
During the Krebs case we used the City's GIS Division for maps of location of crime scene
Endangered species maps, project maps, etc.
EOC related, storm drain, water, sewer
Fee area maps
Fire Department response zones and fire hazard zones
Flood zones, streets for CIP projects and calls from public
For criminal investigations and intelligence
GIS has produced zoning, General Plan, residential density, owner occupied housing, airport safety
GIS shape files
GPS mapped sprinklers for an inventory of Damon Garcia Park
Grid books, wild land map books, City wide wall maps, each emergency provides a different map
Grid books. Electronic maps through Land Use. All the layers, including the "building footprint" layer.
High severity fire zone as related to wild land urban interface
Historical lot information; assessor's overlays; legal lot line designation for use in conjunction with
Land use & circulation
Land use maps, encroachment permit process maps, flood zones, subdivision maps
Land use maps, flood maps, zoning maps
Land use related maps, airport zones, natural resources plans, property negotiations
Land use, flood maps, zoning maps
Land use; 4'x4' for various projects
Map books
Map delineating 500 foot circle for determining FPPC conflict of interest purposes. Various maps for
Map grid books for work. Open space trail maps for leisure.
Maps for special projects. GIS does a great job and are very service oriented.
Maps of parks, certain boundaries
Open space and park maps
Open spaces, parks, creeks, homeless
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QUESTION 14

Have you used maps (digital or hardcopy) made by the City’s GIS
Division? If yes, describe the map(s).

Parcel viewer
Park maps, event maps for Tour of CA
Paving area maps-storm zone maps-sweeping maps
PDF map books, Arc Map program
Residential areas as well as general
Sewer and storm maps
Sewer line maps
Sewer, stormwater, water, street, drainage
Site maps
Street maps for directions and crime scenes
Trails
Utilities
Various asset inventory maps, space mapping and distance maps, area maps, etc.
Vicinity maps
Vicinity maps of parks
Wall maps, grid books
Water distribution
Water mains, hydrants, valves
Water system
Water, sewer, drainage maps
Water, sewer, storm
We use park maps for P & R and I also use City maps for the EOC
Zoning maps, General Plan maps, graphics for project presentations
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Do you use Google, Yahoo or any other free online mapping service? If
yes, describe your use.
Addressing, permits
Aerial satellite views for planning operations, safe approach, etc.
Broad web searching
Car route planning
Directions
Directions to services while reading meters
Find local addresses or remote addresses for training etc.
For business trips I use Google maps for directions
For street views
Gmaps pedometer to determine short walking routes for the Senior Walking Group
Google - plotting locations, checking site items
Google and Mapquest
Google Earth for viewing conditions in the field to save site visits
Google Earth to help trail planning, show staff homeless encampment locations, etc.
Google Earth to obtain measurements from point A to B
Google Earth, specifically Google Streetview
Google Maps for locating businesses in San Luis Obispo
Google maps to map the watershed
Google maps to show user proximity to garden site, Gmaps Pedometer to find running, cycling race
Google maps, photo mapper, yahoo maps, android map applications, aerial photography
Google to get locations on suspects, victims, witnesses of crimes
Images of streetscapes
In searching for accommodations for out of city training. Also used when developing fire pre-plans.
I've used these programs to get accurate area and distance information to send to contractors and
Locate current aerials and street views of properties
Locate establishments, facilities, and areas of interest
Maps for applicants
Occasionally for overhead photos for after-action reviews of large fire incidents; before/after
To assist the public with address location/mapping information
Water and street location
We use it for many locations outside the city limits
QUESTION 16
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If you use a smart phone, tablet PC, or laptop, do you use any mobile
mapping application? If yes, list device and application you use.
Android Incredible and the Google maps that is on it
Android, Google
Casio Commando
Droid - navigation maps
Droid charge Google maps
GIS viewer, Google maps, map quest
Google Maps app for iPhone
Gosync mobile mapping
HTC Thunderbolt with Google Maps
IPhone and Google maps
iPhone map
iPhone: GPS MotionX, GPS kit
Laptop computer for sidewalk maintenance program
MDC city grid map data base
Smart phone - Google Maps
Smart phone - Google search, Navigation, My Tracks, Google earth
QUESTION 17
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QUESTION 26

What does the IT Division do well?

All IT staff are incredibly approachable, reliable, helpful and knowledgeable. They
communicate clearly and in manner accessible to lay people and they are extremely
customer service oriented.
Always respond quickly to the few requests I've ever had
Always respond to calls ASAP. Wonderful to work with.
Always responds to and repairs any problems quickly
Always there when I need help
Answering questions
Assist with problems
Communicate when they are working on something
Communicates well, responds well most of the time
Communicates when tasks are started and finished. I also like the employee bulletin board.
Communication, service
Computer and software fixes
Coordinating outages and upgrades & responding as best they can with limited resources
Correct glitches with network communications
Correct problems, personal communication skills
Customer service and communication
Customer service attempts to fellow employees. Assisting with computer network usage
problems. Maintaining a functioning network and hardware.
Customer service is great. Always doing follow up, never an attitude.
Customer service; responding to requests for help
Effective in E-Mail communications
Everything the department does, it does well. No, it does great!
EVERYTHING!!!
Explain problems to staff in a language I can understand
Face-to-face communication
Fast, friendly response
Fix my computer problems
Fix problems quickly
Fix what I break
Fixing problems relatively quickly after notification
For the size of their staff they do a great job keeping the network up and running,
responding to my calls for service, supporting our upgrades
Friendly, quick, effective troubleshooting
Friendly, responsive, knowledgeable
From a user standpoint, when there is an IT problem, they respond quickly, with a smile,
and fix things quickly. I know that much of what they do is behind the scenes daily work
and planning so the rest of us can access our programs.
General network services, friendly, intelligent, technically proficient
Good communication and work ethic
Good communication, allow freedom for users to use the computer systems to best meet
the needs of their jobs. This creates more problems for IT (lockdown environment would
need less servicing) but lets the city function better.
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QUESTION 26

What does the IT Division do well?

Great customer service and multi-tasking
Great customer service, delivered by true professionals!
I have had minimal need for IT services but the response has been terrific when needed!
I like the help ticket; it seems I get prompt service with that
Inform and keep the City streamlined
Inform us about outages. Respond to problems.
Interface, troubleshooting assistance, on call service help
IT has been able to address all of my requests
IT implements projects well and provides good customer service
IT is very responsive and helpful with most technology needs
Just about everything. Your fast, friendly help is much appreciated.
Keep our computers up and running
Keep services running well
Keep things running, advance notifications on upgrades or shut-downs, timely response to
problems
Keeps up to date with latest technology to serve city needs
Knowledgeable about problems
Maintain a reliable network
Maintain system network and respond timely to minor system issues (speaker or hard
drive)
Maintain the systems well and put out "fires"
Maintaining and improving the network hardware (backbone) infrastructure and
virus/spam control. IT Techs are open/approachable/supportive.
Make things run and respond to problems with positive and helpful manner. Miguel is a
superstar and never makes me feel stupid or like I am putting him out when I know I am!!
Lynn is also always patient and kind. Derek is top notch and a great teacher!! Thank
goodness the City uses Derek's services.
Network management
Network reliability. Spam/malware control.
Notify City when to expect maintenance, or down times
Outstanding interpersonal skills-good communications. Excellent quality of work.
Outstanding staff. Always willing to help and communicate regarding issues and answers. A
real good group of people, from top to bottom.
Prompt service, expertise, friendly, competent
Provide personal service. Very nice people!
Quick and outstanding responses to our needs
Quick to respond, knowledgeable
Respond to computer and system problems
Respond to customer needs
Respond to emergencies, service requests, phones, stays positive in a stressful job, service
oriented, well-qualified, provide training opportunities like Software Solutions
Respond to inquiries in timely manner with accurate results
Respond to requests for projector equipment set up
Respond to staff's needs with quality satisfaction
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QUESTION 26

What does the IT Division do well?

Responds for service requests quickly...Kbox is a great service showing how a request is
being processed
Responds quickly to Help Desk questions/requests
Responds quickly, great attitude, knows the technology
Responds to need in a professional, expedient and courteous manner!
Responsive - great customer service
Responsive - solid team
Responsive to our problems
Responsive to requests and problems. The staff has strong technical knowledge and
customer service skills.
Return my computer to effective operating condition
Seem to know the products and how to fix them
Service is excellent and IT staff are very knowledgeable
Service with a smile!
Solving networking issues, password re-sets, etc.
Stays on top of things for the whole City
Take care of all our IT problems. They are a great team.
Take care of computer hardware
Task managers. So many computers and technology with so few people.
The IT Division responds quickly to all of the tickets I create or phone calls that I make.
Most of my IT experience is with Paul and Lynn, they always follow up and make sure that I
am 100% satisfied. Great customer service.
They are friendly and competent
They are knowledgeable, helpful and get here as quickly as they can
They are responsive when a question is asked
They are service oriented and try to satisfy the customer; there are some on the team that
communicate issues with the departments
They are very quick to respond to any problems and get them fixed even if it only affects
one person
They are very responsive to needs and work hard to fix problems
They explain things so even I can understand
They fix things without making me feel dumb! They're calm, quick & polite.
They have always been very responsive to any technical problems that I've had (including
self-inflicted ones)
They make using our system flawless
They respond quickly and always with a great attitude
They respond quickly and get results. They are very creative and helpful.
They respond well to service requests. They provide updates and get all the systems back
up quickly when they are down. They maintain ShoreTel system well.
Troubleshooting
Use of leading edge programs
Very good customer service
Very responsive to service request
Very responsive, knowledgeable and pleasant to deal with
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QUESTION 27 What can the IT Division improve on?
#1 Streamlining of notification process for computer hardware/software problems. For
example, a specific email address that notifications could be sent to, i.e.
"computerproblem@slocity.org". #2 Provide more network space on employee's individual
"H:" drives to allow more files to be stored.
1) Did they really need to contract with NexLevel? 2) EnerGov is expensive, and no one is
sure if we're getting a better product than FoxPro. 3) FIT wants to completely get rid of
FoxPro. Will all of the data be transferred to the new system?
Acknowledge emails which may provide alerts to condition of PC; communicate status on
work request; provide better basic OS/desktop training and support; better understanding of
printers and provide tips on how to best use their settings
Acknowledging that some systems/hardware are mission critical and depended on, and not
just a budget line item that's inconvenient to IT
Add online service requests
Allocate its resources proportionally amongst all City departments
Assist with GIS park infrastructure mapping and set up for ease of use for non techie "feet on
the ground people"
Attitude of some staff members
Automatic updates that would have everyone's (non -safety) phone number in our cell phone
Be willing to train on equipment the employee has never used before. Let people know what
equipment is available in which buildings/conference rooms.
Being in a remote location it takes some time for IT to get to our location
Better computers
Better printers and copiers
Certain IT personnel could be more pleasant when they are called with issues
Checking back in after initial conversations
Communication out concerning network changes and strategic direction
Communication with all City employees on problems or issues in software (Shoretel, Office
2003)
Communication with the departments and sections regarding choices that will affect them.
Communication, engagement with others on projects
Computer updates
Consistency in telling users how to solve technology issues in the communications center.
Often we get one answer from one IT person and a differing answer from another.
Consult with end users about changes to software/security before implementation.
Sometimes decisions are made and actions taken about software implementation without
consult and unforeseen problems (by IT) occur and result in work interruption to critical
systems (evidence booking at the Police Department, for example)
Continue to stay current on new technology
Don't blame the user for the computer breaking
Each person has their area of expertise. Cross training each other might help?
Equal distribution of assistance for all departments
Follow-up on equipment/software installations
Get a wireless public network in the Investigations Bureau so we can connect our portable
devices through Wi-Fi
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QUESTION 27 What can the IT Division improve on?
Get best technology to first responders like IPADS before issued out for non-essential
purposes
Get more personnel
Getting out their message. Explain what they do.
GIS response
Give all department needs equal importance
Give them another FTE so they don't have to work all of the crazy hours they do!!
Have a webmaster- I think this process has started with Eric Geddes taking the lead
Higher level of telemetry support
I still don't have a grasp on what method is best to request IT service. I think it's the IT Help
Desk link but sometimes I don't hear back on my requests. Please publicize (in SLO What?)
the best method.
I think their customer service is only limited by resources and ability to procure technologies
that may be more desirable. I think the current effort to get ahead of the curve on charting
future needs and understanding the wants of the entire organization is a needed step toward
bringing the department forward and understanding capabilities in the context of available
resources.
I would like an updated monitor and perhaps a move to a two monitor capability. But that is
more a product of funding than it is a 'needs to improve' issue for IT.
Increase resources to improve response time and software updates...namely Microsoft Office
Suite
Increase understanding of business practices of other departments, update basic software
programs a little more frequently
Intranet
Involving stakeholders in decisions related to software purchases; communicating status of
projects with departments
IT can develop a better understanding of its own capabilities, strengths and weaknesses and
improve the support and advice it provides customers
Keeping track of requested projects/communication when work can't be done or there is a
delay
Leading technology AND software changes to keep us where we should be. Focus in the past
has been largely hardware oriented. New service request stuff is a pain. It's hard to get to
and fires out a zillion emails about the status.
Learning more about software that could benefit city workers
Less products, more interoperability among products
Look for ways to implement solutions for department needs
Looking to see what is on your computer before changing something so when they leave your
computer is the same or better
Maintaining and improving the end-users workstations, computer applications, and software
versions. Direct involvement with Telemetry system support and system development.
Make it easier to talk to a person and not have to leave voice mails or e-mails
Make my office computer faster... it’s very slow at times
Making sure computers purchased are not refurbished/used. Have better communicators.
Meet each department’s individual needs
More employees
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QUESTION 27

What can the IT Division improve on?

More follow-up on on-going PC performance issues
More service techs so it's not so stressful
More software training
More staff to keep up with the increasing demand and move to more technology
More staffing so they aren't spread so thin
More training
My computer seems to have firewall issues...probably not much they can do to avoid that for
me but that is my only technology issue
Need more employees
Need more people to respond to the ever growing needs of the organization
Needs more staff to improve. They are overworked and understaffed!
New version of Windows
Newer hardware- a budgeting issue
Not sure because they are always there when needed and have all the answers
Nothing without additional help!
Nothing. They are the most pleasant group of employees for the potential stress that they are
under from time to time.
Obtain more resources (i.e. more personnel and assign a specific IT person to departments
with a high demand for technology support)
Offer more training programs/workshops. A series of "short" (1-hour) sessions versus an allday class would be well received.
Offer training and input for programs and keep us posted on new programs
Offer training classes to employees so we can be more educated and useful
Our printer hardware gives us the biggest challenge
Perhaps more software programs to manage records
Please confirm (by email or other method) when a service request has been addressed
Providing options, vision and suggestions on what software/hardware tools are best to use
Replace work stations sooner. Equipment and software are old. System often has problems
loading, rebooting or connecting to the server.
Response to some tech issues is slow
Seems like there is an uneven distribution of the new phone technology. Other planners have
the Shoretel where they see phone calls on their e-mail, and I do not have it. I'm not sure why.
Service response times. SharePoint.
Service to external users (remote sites)
Service when needed, better attitude when responding
The IT Division is very busy with the number of employees they handle - I think they are doing
a great job
There are frustrations of the patrol level with equipment concerns as to the MDC's and
frequent connection problems
They can get more aggressive in their effort to learn about the specialized needs of our
department
They do an excellent job supporting the needs of employees and in planning for our future
needs.
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QUESTION 27

What can the IT Division improve on?

They need more help!
They need more help; they are always running from one "fire" to the next
Thinking strategically, partnering with departments regarding their business needs
Time it takes to get things taken care of if your office is at the corp yard. Being able to talk to a
real person.
Train us on how to do maintenance functions; simple issues that we might be able to handle
ourselves
Training
Update cell phones
Update programs used. New computers, refurbished, more often.
Update software Microsoft package and web software
Website
When changing out computers, let the individual know in advance and advise on what things
to restore to new computer (i.e. internet book marks, etc.)
You guys are great. Not much to improve upon. Maybe 2010 Microsoft version would be
nice.
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What other services could the IT Division provide to help meet your
business needs?
Additional help/training with handheld devices/tablets/smartphones
Additional software training opportunities or information on how to access existing training
opportunities
Additional website support
Advocacy for keeping software versions (the ones we're "responsible" for) up to date
Always keep everyone in the loop on technology updates
At the moment, I am dependent upon my assistant's computer being on in order for the printer
to work... we share a printer/copier/fax in our workplace
Be more familiar and involved in our Department's software/program needs
Better software training and tips
Certain personnel could be more responsive. When they come across something they cannot
fix, don't just walk away and leave us hanging...find someone who will fix it.
Cost reduction ideas
Easy access to city personnel office phone numbers
Exploring a wireless mesh network downtown
Full version of Adobe Acrobat
Have enough time to answer simple questions on how to use programs instead of having to
take classes
I think they are working on getting program that will help eliminate some redundant inputting
of information which would be a great time saver.
I would like to have a Whale Rock pump status (view only) screen at the treatment plant, but
that is probably a contract item
I'm satisfied with the services I have. In fact I am more concerned we will be negatively
affected by the software upgrades.
Instructions on how to access/manage public folders in Outlook for best ease of use
IT could understand our business needs better to be able to assist with software and other
product selection to ensure that what we purchase will meet our needs, produce results and
be supportable
Keep access to FoxPro applications
Keep operating systems and MS Office current
Mobile app assistance
Mobile system map app for smart phone would help in the field a lot
More classes with Derek to train on different programs (Word, Excel, etc.)
More graphic software licenses available (for more than one or two people's use per office)
More mobile data units for field employees
More reliable MDC connectivity, but this is a Verizon issue not fault of IT Division personnel
More software updates operating system, Microsoft Office, Adobe
More timely response to tech issues in some cases
More training
More training of the various programs used by the city
More updates, quicker updates to GIS mapping
Need a dedicated IT person to the Fire Dept.
Need more employees
Newer version of Office, document routing software
Periodic surveys to staff asking what our needs are; have IT Admin attend periodic
department meetings to check in with staff around the City and update them on new projects,
initiatives, ask what they need
QUESTION 28
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What other services could the IT Division provide to help meet your
business needs?
Proactively suggest technology that may increase and/or improve the way we do business things other folks may not be aware of
Provide additional training for in-house hardware so that all Network Services technicians
have the same level of expertise when it comes to troubleshooting
Provide more in depth training with the focus on improving productivity and efficiencies in the
delivery of City services
Smart devices for use to eliminate paper
Stay on top of the cell phones. Upgrades, replace accessories.
Take away cell phones for City Council and provide an expense amount to use personal
phone. Unreasonable to carry multiple phones.
Telemetry services and management
The city needs an objective evaluation of whether having an in-house IT Division is more cost
effective than out sourcing those job functions
They are doing a good job with many requests for service that they efficiently carry out. Tip of
the hat to IT.
Training and a more user-friendly service request system
Training for new programs/equipment at all levels
Training in utilizing technology to gain efficiencies. I am not sure I fully understand the
capacity of the tools we have now and proactive training on new technologies would be very
helpful.
Training on troubleshooting problems so users can solve their own problems
Update Word to the most current version
Updated smart phones instead of the standard Blackberry
Updated software versions
Updates on new technology programs, tools and breakthroughs
User friendly computer guide for the numerous dispatch programs all in one spot
Wireless capability is really needed and IT has not been supportive of this
Work flow capabilities so we can process transactions without so much paper
QUESTION 28
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QUESTION 29 How could the City’s web site better serve the public?
A newer, more interactive style of a website would be nice, but also costly. It would be great
to have one employee assigned as an official website manager, a person that could help
Departments with getting things posted on the website.
A webmaster designee would be wonderful
Ability to register for classes online
Add links to Twitter and Facebook for real time updates of construction projects and traffic
conditions
Allow departments to post information on closures, information on events, etc.
Be more appealing - more pictures, videos, etc.; easy to follow links so that they wouldn't
have to click so much
Be more user friendly...allow for more links to be on splash page
Become more intuitive for finding specific information
Better design. Can't find things. Search functionality is awful. True e-311 system. One point
of contact for all resident requests for service. Council meeting functionality similar to County
-- agenda, Council packet, and video all linked on one screen.
Better layout and links. More intuitive access to information. Capability to make most City
documents available online in a user friendly document management format.
Break down by service not department
By having the side menu bars bigger--people often ignore them
City website is dated. I find that it is not particularly user friendly to an outsider. It's in a
newspaper format. It should have an attractive splash page that showcases the beauty of the
City, and it should provide easily viewable links to locations that website visitors are seeking.
Coordinated look and feel so it is clear we are one organization. Standardized format
between departments.
Doesn't seem very intuitive to non-City users. Ask a SLO citizen if they can find educational
information on Stormwater issues.
Employee photos
Everyone needs to be on the same page when the web site is concerned. Better training and
more flexibility within departments.
Expand on the description of the sections in various departments. Expand Facebook page.
Give more free reign to departments to make their section’s website more interesting and
user friendly
Have a separate site for utilities. This will be easier access for public water related issues.
Have a valid security certificate
Have an Organization Chart for every Dept. that lays out Dept. Heads on down to interns and
temps. There is a great interest in staffing levels Citywide for each budget cycle, and this
would help taxpayers understand what they are paying for.
Have only info and attitude presented that honors and supports the employees in the City.
Remove stories and links to other media that degrade the image of the public employee in
SLO. This tactic has brought shame on the managers of this city and those who they task
with website content choices.
Have public Service Request compatible not separate. One list to work from not two.
Have the opportunity to put more updated info on a regular basis, i.e. trail closures due to
rain, etc.
I think we need our web site to have a more modern look--it is very dated
Improve ease of access to online documents and maps
Interactive customer service requests
Interactive forms that can be submitted on line
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QUESTION 29 How could the City’s web site better serve the public?
It could be completely revamped. It would be nice if department members could easily
update information.
It is too hard for the public to find what they're looking for. The website needs a complete
overhaul. The public does not know where to go based on Department.
It needs a complete graphic and usability takeover. The website is absolutely terrible.
It needs a complete overhaul! Not user friendly. More information available to cut down on
phone calls would be great.
It needs to steer away from generic material like elaborate department descriptions and
mission statements and get the stuff people need out front. It needs to provide more online
service options like permitting.
It should be moved to a more robust system to allow for new technologies and web standards
Keep Council minutes and agendas up to date
Kept up to date. Expanded to include the most commonly requested information. Some
activities/information provided by staff may be transferable to the webpage. Each
Dept./section needs to ask, "What are we doing that can be done on line?"
Last time I checked it was hard to find tree related info (removal permit, program, etc.)
Less text, more user friendly, e-submittals
Link it to the city's Facebook page. Keep the Facebook page updated with traffic info and
emergency alerts. Only 190 people like it right now. Get better numbers.
Make it a little more modern looking and not having to navigate thru so many drop down
menus
Make it easier for users to find the entire SLO Municipal Code
Make it more user friendly and customer centric versus organized by department. Make land
use and permit database more query-able (i.e. show me any pending permits within 500 feet
of my home or business).
Make sure the website is updated on a more regular basis
More interactive; video; more attractive and user friendly; more photos
More interactive. More freedom for web site builders to change/update the site.
More interactive; the ability to fill out forms or make payments online
More links or videos about City Council Meetings
More parks information
More photos of City personnel serving the community, more historical information to the
public of service level evolution throughout the City
More visually appealing. Offer payment online options for certain resources such as utility
billing.
Must be updated to a newer platform that is user-friendly and easy to navigate; must provide
information that is relevant to the public; department websters should have more control over
the content of their sites and ability to bring new and innovative ideas to the table; use should
be collaborative rather than restrictive
Newer, fresher version, with more prioritized features, fewer levels to find things
On the opening page for each department, please make sure the department phone number
is prominently displayed
People needing to know what dept. to look under for a specific topic seems a bit convoluted.
While I understand that many items (Fire for example) are intuitive, others may not be. The
pull down that says “City Departments” changes to “Choose a Destination”.
Significant upgrade needed. The web page is old school looking and difficult to navigate.
Busted links and information. Does not take advantage of rss feeds, social media possibilities,
on line payments with ease (paypal); etc.
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QUESTION 29 How could the City’s web site better serve the public?
The capability to view their Business License on the web site
The City's website could be more functional and easier to use. More one-click operations
instead of several clicks to find documents that should be easily available to the public.
The “Moving Here” page is too hard to find and should be easier for new visitors to locate, not
buried three levels down. The CIP bidder’s page is also hard to find and direct new visitors to
when they want actually bid on a CIP project. It takes too many clicks to get to the project
page.
The online recreation registration software needs to run without being 'down' as often as it is.
It also needs to be more user friendly for the public.
The website is old and outdated. It is very hard to navigate even though I know where things
are. Trying to explain where something is to the public takes a very long time. It is not user
friendly.
There are a significant number of improvements that could be made to the City's website.
Two suggestions: 1. Start with a separate multi-question survey in support of Q29 above. 2.
Development of the questionnaire should be a collaborative effort to include City IT staff and
the City websters group working together as a team to develop the questions. The Utilities
Department webster (Liz Hudson) is a Cal Poly graphics communications graduate and a
local fine artist. Liz has many ideas and the technical abilities to contribute to this effort.
Updated system, more straightforward design for ease of use. Also need one centralized
internet site/page for internal use by employees that contains (HR related) information for
those who have questions about benefits, retirement, policies, training, mentoring, etc.
Web site needs an update. Information if poorly organized and static. Our web presence
needs to embrace the mobile platform and social media to push out information.
Work on the Utility Billing site
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QUESTION 32

Is there information you need that you don’t have? If yes, explain.

A useable and easily updated website
Adobe Acrobat Pro
Adobe Suite
Agenda Automation
AVL and Quickest Route software
Classes in Microsoft Word, Excel, etc.
Current permitting and registration software is outdated and unsupported. It would be nice to
improve the software and have in-house support.
Decade Software is in the process of enhancing their programs and services which result in
us having to upgrade and/or install new software or programs. IT has been very helpful
during these periodic upgrades. We will be changing over to a new web based programs as
well as a field tablet computer in the Fall.
Expanded Westlaw access - cost prohibitive for our department
GIS Mapping
Graphics, and a good program to make flyers, brochures etc.
Hopefully the new EnerGov software will fix most of our issues
I would like to have PageMaker if possible. Most others in my department have access to it.
Also, I am not able to save documents as PDF's. Again, this may be a product of my
ignorance as to how to do it rather than needing a new feature or capability.
InDesign
InDesign, Sketchup, SharePoint
Information - financial and personnel related information that is cumbersome to get, if
possible, from Finance Plus. Software for publishing recruitment brochures and laying out
information in a user friendly format.
It would be nice if we had access to more sites on the MDCs
Legal management software to handle more litigation in house
Microsoft Excel 2010
Microsoft Publisher
New Recreation software to replace Safari and new online registration software for the public
registration use.
Organization-wide graphics and document production software, such as in-design. There is
currently no standard.
PageMaker or Photoshop would be beneficial if loaded on one open (group use) computer so
more than 1-2 people in the office that do have the software can have access for projects.
Photoshop or some form of photo editing program would be nice. Something besides
Microsoft Paint.
Scanner connectivity to the LaserFiche program
Some of the FoxPro programs slated for replacement are no longer going to be replaced due
to budget shortfalls
Wireless laptop for my truck
Would like to have a portable document reader with note taking capabilities to avoid printing
of large documents that have to be reviewed. It would allow for e-submittals and review of
RFPs.
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Do you foresee new uses of technology in your department? If yes,
explain.
Apple iPad for future field software applications. The Panasonic Toughbooks are too
cumbersome and expensive to maintain/replace.
ArcGIS
Asset Management, mobile data collection and capital improvement planning
Automated Field Reporting
Better mapping for water meter routes (great work so far!), more integration between field staff
notes and Utility Billing access to those notes to better respond to customer calls
Central irrigation communication improvements with field controllers
City intranet access to facility systems, shared server data, expanded historical trending and
data collection, automatic sharing of process data to database that eliminates hand key
entries, portable (tablet) view nodes of process viewing/access in remote areas as well as
data entry capability, fiber optics, upgraded SCADA, GIS mapping, upgraded data process
controllers
Continuing advancement in technologies having to do with video and MDC usage
Electronic storage of copies of memory devices in evidence
E-Submittals and E-Reviews
Field staff will need to move to wireless field data entry for asset management and inspection.
Communication with address files is important to collect property owner info and site status
info, or have access to design files.
For the CUPA program web based software on tablets so work can be done in the field. I think
this is the direction for emergency services as well even though we have just discontinued the
EPCR program. Our hope would be in several years to revisit process and depending on
finances and technology restart it.
Handheld devices for field inspections. Unfortunately we need the ability to give a paper
document to a business owner, as part of the inspection. This isn't so easy in the field.
Handheld devices that automatically input data from field into data processing software
Handheld tablets for SCADA and daily work
Hopefully, some help with the agenda process
I believe there is current discussion on replacing Safari
I could see use for a more inclusive and intuitive database program to store more detailed
employee information
In field work orders
Dual screens at every work station
Integration of GIS mapping into personal smart phones
IPAD's for medical reports, on scene command assistance, etc.
Ipads for Public Art. Digital cameras for trail usage.
Land Use Element update will require interactive application for neighborhood mapping
Laptops for field use. Online communication between departments (access to various
databases) reducing paperwork and duplication of efforts. On line/self-help solutions for
common situations that free up staff for other activities.
Laptops in vehicles
LIMS
Maybe incremental improvements in the radios as well as the Haz Mat Business Plans and
Plume Modeling program
QUESTION 33
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QUESTION 33

Do you foresee new uses of technology in your department? If yes,
explain.

Mobile devices
Mobile equipment to eliminate paperwork
Mobile Phone app development and social media support
More direct interactive customer service
More Google earth apps, GIS data collection
More gps mapping with GIS
More reliance on web-based apps
New City web site. New use of Channel 200 by posting video to make "commercials" for
specific Parks and Recreation programs.
New tech to outreach for citizen involvement in City-wide planning efforts
New UB system
Not in a good way. Please DO NOT allow text or video messaging to become a way for the
public to contact the Police Department.
On-line registration, hopefully an upgrade to Safari
Parking equipment, like all technology, is advancing and linking to parking meters and other
devices via the web is going to be helpful to provide better services
Personal cameras on officers. It would be nice if we figured out the MDC and video issues so
they were more reliable.
Planning software for environmental documents
Potentially IVR (automated voice response) system
Recware upgrade
Replace desk tops for inspectors with mobile laptops
SCADA, LIMS
Scanning invoices, encumbrances, electronic purchase orders
Smart phones to monitor equipment
Social networking
Tablets for work order completion
Telestaff implementation
The new program we are about to use (neogov) will allow us to better track assets within our
division
There are many web based systems that the Police Department can use to serve our public.
Nixel is one such service. It is a free notification service that allows subscribers to get up to
date information about San Luis Obispo.
Time tracking; expanded use of on line litigation tools; e-discovery
Utilities is looking to improve staff efficiencies by using mobile devices to allow work orders
and other transactions to occur remotely
Video surveillance and remote access
We are in the process of mapping out meter boxes on a mobile application now
We could use "blue tooth" type technology to reduce wire clutter and clean-up desk space
We may potentially have some wireless hand held technology that will allow us to sample in
the field and wirelessly transfer information into a database in the lab
We plan to upgrade our telemetry and communications systems to industry standard levels in
the near future
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Do you foresee new uses of technology in your department? If yes,
explain.
Wireless laptop for my truck
QUESTION 33

Workflow - trying to reduce or eliminate paper, copying, paper file storage, etc.
benefit enrollment
linked to payroll system.

On line

Are you aware of any regulations, legislation, or job requirements that
may impact your use of technology in the near future? If yes, explain.
A barrage of regulations (state, federal and local) drive our activities. In general, greatly
increasing regulations coupled with less staff time available, means either staff become pencil
pushers and less responsive to the concerned citizen, or we learn to use technology to
accomplish enough work to allow staff to remain responsive to the Citizens. (Assuming there
is not a will to address the extreme regulatory climate).
Budget cuts
Cell phone call changes
City policy on use of video equipment
CWQIS
e-discovery
EnerGov training would be nice
Federal requirement to maintain an inventory of traffic signs
Increasing requirements around public records accessibility and e-discovery rules
Internet use is very regulated in our department but is an essential tool to our jobs
Job always requires staff to be up to speed with current tools for planning
Many new regulations will require detailed tracking and reporting features
Retention issues, security issues having to do with digital evidence
We will need to go to handi-talkie radios to save money
We work closely with SLO County Environmental Health Services to report all facility
inspection results for hazardous materials use by our local businesses, including any
violations. The need to get data from the local level to the state level may result in more
reporting requirements and additional support from IT in order to meet that goal.
QUESTION 34
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